REST API plugin
To display data, an app screen has to read it from the server. The sample app's screen queries the subnet group list of the Logpresso instance a connect profile points at.
A REST API that serves data to a UI is implemented as a message bus plugin, not a servlet. The message bus is the platform's message-handling layer, and a method registered there is exposed as a REST API with the platform handling authentication and the session. Write your own servlet and the app has to reimplement authentication and permission handling.
Implementing the plugin
This is src/main/java/com/logpresso/sonar/sample/msgbus/SamplePlugin.java.
package com.logpresso.sonar.sample.msgbus;

import java.net.MalformedURLException;
import java.net.URL;
import java.util.ArrayList;
import java.util.LinkedHashMap;
import java.util.List;
import java.util.Map;

import org.apache.felix.ipojo.annotations.Component;
import org.apache.felix.ipojo.annotations.Instantiate;
import org.apache.felix.ipojo.annotations.Requires;
import org.araqne.log.api.RestApiClient;
import org.araqne.log.api.RestApiResponse;
import org.araqne.msgbus.Request;
import org.araqne.msgbus.Response;
import org.araqne.msgbus.handler.MsgbusMethod;
import org.araqne.msgbus.handler.MsgbusPlugin;
import org.araqne.msgbus.rest.GetMapping;
import org.araqne.msgbus.rest.Param;
import org.araqne.msgbus.rest.RestApiPlugin;
import org.araqne.msgbus.rest.Text;
import org.logpresso.api.profile.ConnectProfile;
import org.logpresso.api.profile.ConnectProfileFilter;
import org.logpresso.api.profile.ConnectProfileService;
import org.slf4j.Logger;
import org.slf4j.LoggerFactory;

@RestApiPlugin(group = "sample", name = @Text({ "en", "Sample App API", "ko", "샘플 앱 API" }))
@MsgbusPlugin
@Component(name = "sample-plugin")
@Instantiate
public class SamplePlugin {

	private static final String PROFILE_TYPE = "sample";

	private final Logger slog = LoggerFactory.getLogger(SamplePlugin.class);

	@Requires
	private ConnectProfileService connectProfileService;

	@MsgbusMethod
	@GetMapping(endpoint = "/sonar/sample/profiles", name = @Text({ "en", "List connect profiles", "ko",
			"접속 프로파일 목록 조회" }))
	public void listProfiles(Request req, Response resp) {
		ConnectProfileFilter filter = new ConnectProfileFilter();
		filter.setType(PROFILE_TYPE);

		List<ConnectProfile> profiles = connectProfileService.getConnectProfiles(req.getSession(), filter);

		List<Map<String, Object>> result = new ArrayList<Map<String, Object>>();
		for (ConnectProfile profile : profiles) {
			Map<String, Object> m = new LinkedHashMap<String, Object>();
			m.put("name", profile.getName());
			m.put("description", profile.getDescription());
			m.put("endpoint", profile.getString("endpoint"));
			result.add(m);
		}

		resp.put("profiles", result);
	}

	@MsgbusMethod
	@GetMapping(endpoint = "/sonar/sample/subnet-groups", name = @Text({ "en", "List subnet groups", "ko",
			"네트워크 대역 그룹 목록 조회" }), params = {
					@Param(key = "profile", name = @Text({ "en", "Connect profile name", "ko",
							"접속 프로파일 이름" }), required = true) })
	public void listSubnetGroups(Request req, Response resp) {
		String name = req.getString("profile", true);
		ConnectProfile profile = requireProfile(req, name);

		try {
			RestApiResponse apiResp = newClient(profile).get(toUrl(profile, "/api/sonar/subnet-groups"));

			Object groups = apiResp.getJson().get("subnet_groups");
			resp.put("subnet_groups", groups != null ? groups : new ArrayList<Object>());
			resp.put("profile", profile.getName());
		} catch (Exception e) {
			slog.warn("sample-rest: list subnet groups failed [profile={}]", profile.getName(), e);
			throw new IllegalStateException("cannot query subnet groups of profile " + profile.getName(), e);
		}
	}

	private ConnectProfile requireProfile(Request req, String name) {
		ConnectProfile profile = connectProfileService.getConnectProfile(req.getSession(), PROFILE_TYPE, name);
		if (profile == null)
			throw new IllegalStateException("sample profile not found: " + name);

		return profile;
	}

	private RestApiClient newClient(ConnectProfile profile) {
		RestApiClient client = new RestApiClient();
		client.setHeader("Authorization", "Bearer " + profile.getString("api_key"));
		return client;
	}

	private URL toUrl(ConnectProfile profile, String path) {
		String url = profile.getString("endpoint") + path;
		try {
			return new URL(url);
		} catch (MalformedURLException e) {
			throw new IllegalStateException("malformed sample endpoint: " + url);
		}
	}

}
Annotations
Four annotations go on the class.
	Annotation
	Role

	@RestApiPlugin
	Exposes it as a REST API. group names the API group.

	@MsgbusPlugin
	Registers it as a message bus plugin.

	@Component
	Declares it as an iPOJO component.

	@Instantiate
	Creates an instance when the bundle starts.


Methods take @MsgbusMethod along with the annotation matching the HTTP method: @GetMapping to read, @PostMapping to create, @DeleteMapping to delete.
Declaring a parameter with @Param lists it in the API catalog, and the platform checks that a parameter marked required is present. Inside the method, passing true as the second argument, as in req.getString("profile", true), raises an exception when the value is missing.
@Text defines localized display names. Specifying English and Korean together is the convention.
iPOJO handles dependency injection and lifecycle. @Requires injects a service, and @Validate and @Invalidate cover initialization and cleanup. See Connect profile factory for details.
Address rules
The address you declare and the address the browser calls are different: the platform exposes it with an /api prefix.
	Where
	Address

	Plugin declaration
	/sonar/sample/subnet-groups

	Browser call
	/api/sonar/sample/subnet-groups


Including the app code in the address is a convention rather than a requirement. Still, include it so addresses do not collide in an environment with several apps installed.
Use a colon for a path variable.
@GetMapping(endpoint = "/sonar/sample/subnet-groups/:guid", ...)
Read the value with req.getString("guid", true).
Passing the session
Pass the caller's session when you query connect profiles.
connectProfileService.getConnectProfiles(req.getSession(), filter);
Connect profiles can carry per-account access permissions. Pass the session and the platform applies them, returning only the profiles the caller may read. Pass null instead and the permission check is skipped, exposing profiles the user has no access to.
Connect profiles store secrets such as API keys, so be particularly careful here.
Error handling
Do not rethrow the original exception. The message of an exception that leaves the method reaches the browser. And an exception raised while calling an external system tends to carry internal details: endpoint addresses, SQL error messages produced by a database driver, or a remote system's stack trace can all end up on the screen.
Log the cause and throw a controlled message to the caller.
} catch (Exception e) {
	slog.warn("sample-rest: list subnet groups failed [profile={}]", profile.getName(), e);
	throw new IllegalStateException("cannot query subnet groups of profile " + profile.getName(), e);
}
This achieves two things at once. Passing the original exception as the cause keeps the cause and its stack trace intact in the server log, while the only message that leaves is the sentence the app wrote.
Pass the exception object as the last argument when you log. Pass e.toString() as a string instead and only the exception type and message are recorded — the stack trace is dropped, and you cannot trace where the failure happened in production.
Handle a missing target or a bad request the same way.
if (profile == null)
	throw new IllegalStateException("sample profile not found: " + name);
Use an slf4j logger for log output rather than System.out.println. Standard output is not written to the log file and its level cannot be adjusted.
Calling from a screen
src/main/ui/src/subnet-groups/api.ts keeps the REST API calls in one place.
import type { ProfileSummary, SubnetGroup } from './types';

const BASE = '/api/sonar/sample';

async function getJson<T>(path: string, params?: Record<string, string>): Promise<T> {
  const qs = params ? `?${new URLSearchParams(params).toString()}` : '';
  const resp = await fetch(`${BASE}${path}${qs}`, {
    headers: { Accept: 'application/json' },
    credentials: 'same-origin',
  });

  if (!resp.ok)
    throw new Error(await errorMessage(resp));

  return resp.json() as Promise<T>;
}

async function errorMessage(resp: Response): Promise<string> {
  try {
    const body = await resp.json();
    const msg = body?.msg ?? body?.message ?? body?.error ?? body?.error_code ?? body?.code;
    if (msg)
      return String(msg);
  } catch { /* empty or non-JSON body */ }

  return `HTTP ${resp.status}`;
}

export async function fetchProfiles(): Promise<ProfileSummary[]> {
  const data = await getJson<{ profiles?: ProfileSummary[] }>('/profiles');
  return data.profiles ?? [];
}

export async function fetchSubnetGroups(profile: string): Promise<SubnetGroup[]> {
  const data = await getJson<{ subnet_groups?: SubnetGroup[] }>('/subnet-groups', { profile });
  return data.subnet_groups ?? [];
}
There is a reason the address prefix lives in a single constant. The Vite dev server proxy forwards exactly that path, so the two values have to match for the dev server to query real data.
Do not add credentials of your own. credentials: 'same-origin' reuses the web console session's credentials. Do not put an API key in the screen and call with it.
When a response fails, look for a message in the body and fall back to the status code. Pass the error through to the screen so the user can tell what went wrong.
Agent prompt
Use this when you delegate the REST API implementation to an agent.
Implement the REST API a Logpresso app screen needs.

App code: sample
Queries needed: (list the data the screen needs)

Comply with:
- implement it as a message bus plugin, not a servlet
- put @RestApiPlugin, @MsgbusPlugin, @Component, and @Instantiate on the class
- endpoint follows /sonar/{app_code}/...; the browser call carries an /api prefix
- pass req.getSession() when querying connect profiles; never pass null
- do not rethrow an exception from an external call as-is; log the cause and
  rethrow it wrapped in an IllegalStateException
- pass the exception object as the last log argument so the stack trace is kept
- use slf4j rather than System.out.println
- the client keeps the address prefix in a single constant

Reference: https://docs.logpresso.com/en/app-sdk/rest-api-plugin

Do not rename response fields arbitrarily. If you have to decide whether to pass
the source API's fields through or transform them, state your reasoning.
The next section explains the specifications that make an app screen look like every other screen in the product.
