Get exception rules
Gets a list of scenario exception rules that match the specified search criteria.
HTTP Request
GET /api/sonar/exception-rules
cURL Example
curl -H "Authorization: Bearer <API_KEY>" \
     "https://HOSTNAME/api/sonar/exception-rules?scenario_guid=a1b2c3d4-e5f6-7890-abcd-ef1234567890"
Request Parameters
	Key
	Required
	Type
	Description
	Note

	scenario_guid
	Yes
	String
	Scenario GUID
	36-character GUID

	type
	No
	String
	Type
	STREAM or BATCH

	offset
	No
	32-bit integer
	Number of records to skip
	Default: 0

	limit
	No
	32-bit integer
	Maximum number of records
	If not specified, load all

	keywords
	No
	String
	Search keyword
	 

	is_expired
	No
	Boolean
	Whether expired
	 

	guids
	No
	List of strings
	Exception rule GUID list
	Comma-separated GUID list


Success Response
{
  "total_count": 1,
  "rules": [
    {
      "guid": "a1b2c3d4-e5f6-7890-abcd-ef1234567890",
      "type": "STREAM",
      "description": "Test server exception",
      "exprs": {
        "operator": "and",
        "operands": [
          {
            "field": "src_ip",
            "type": "ip",
            "operator": "eq",
            "value": "192.0.2.1"
          }
        ]
      },
      "valid_from": "2025-01-01 00:00:00+0900",
      "valid_until": "2025-12-31 23:59:59+0900",
      "created_at": "2025-01-01 00:00:00+0900",
      "user_guid": "f1e2d3c4-b5a6-7890-abcd-ef1234567890",
      "user_name": "Admin",
      "scenario_guid": "b2c3d4e5-f6a7-8901-bcde-f12345678901",
      "scenario_name": "DMZ Port Scan"
    }
  ]
}
total_count (32-bit integer): Total number of exception rules matching the search criteria
rules (Array): Paginated list of exception rules
guid (String): Exception rule GUID
type (String): Type. STREAM or BATCH.
description (String): Description
exprs (Object): Expression tree
valid_from (Date): Validity start date
valid_until (Date): Validity end date
created_at (Date): Date and time created
user_guid (String): GUID of the user who created the rule
user_name (String): Name of the user who created the rule
scenario_guid (String): Scenario GUID
scenario_name (String): Scenario name
Error Responses
Scenario GUID is missing
HTTP status code 400
{
  "error_code": "null-argument",
  "error_msg": "scenario_guid should be not null"
}
Scenario GUID is not in valid GUID format
HTTP status code 400
{
  "error_code": "invalid-param-type",
  "error_msg": "scenario_guid should be guid type."
}
offset or limit is not an integer
HTTP status code 400
{
  "error_code": "invalid-argument",
  "error_msg": "'offset' parameter should be int type"
}
