Intelligence
The Intelligence menu provides a list of security news, exploits, security advisories, and CVE information that can be browsed or searched. The information displayed on this screen consists solely of publicly available data received from the ISAC service, allowing you to view the same screen without logging in.
The Intelligence menu is activated only after registering the ISAC key. Please configure your network security policy to allow the Logpresso Sonar server to connect to the ISAC service.  
News
Displays the complete list of security news. Clicking on each title will open a new window directing you to the news site, where the article's content will be displayed. You can enter keywords in the search bar at the top to view search results related to article titles.
[image: ]
Exploits
Displays the complete list of exploits. Clicking on each title will open a new window directing you to the ExploitDB site, where the content will be displayed. You can enter keywords in the search bar at the top to view search results related to titles.
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Advisories
Displays the complete list of security advisories. Clicking on each title will open a new window directing you to the security advisory site, where the content will be displayed. You can enter keywords in the search bar at the top to view search results related to titles.
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CVEs
Displays the complete list of the CVE database. The list consists of CVE IDs and their descriptions, and clicking on a CVE ID will allow you to view detailed information about the vulnerability. The CVE ID refers to a standardized vulnerability identifier. You can enter keywords in the search bar at the top to view search results for all CVE entries.
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3811 [local] Sophos UTM 9410 - loginuser Privilege Escalation via confd Service KoreLogic 2018-03-05
3810 [remote] NETGEAR - Magic Packet TelnetEnable (Metasploit) Metasploit 2018-03-05
3809 [local] Dup Scout Enterprise 10.5.12 - ‘Share Username Local Buffer Overflow bzyo 2018-03-05
3808 [local] Xion 10125 - *m3u’ Local SEH-Based Unicode Venetian Exploit synthetic 2018-03-05
3807 [remote] Papenmeier WiFi Baby Monitor Free & Lite < 202.2 - Remote Audio Record iamrastating 2018-02-25
3806 [webapps] Parallels Remote Application Server 15.5 - Path Traversal Nicolas Markitanis 2018-02-22
o5 ﬁ?ﬁ'cﬂﬁ.fﬁﬁff"mm Autoresponder and Newsletter 2.5 - Blind SQL Injection / Lanry W, Cashdollar P
3804 [local] Solaris - libnspr NSPR_LOG_FILE Privilege Escalation (Metasploit) Metasploit 2018-00-18
3803 [dos] Microsoft Edge Chakra JIT - 'localeCompare’ Type Confusion Google Security Research 2018-00-18
3802 [dos] Microsoft Edge Chakra - ‘PathTypeHandlerBase:SetAttributesHelper' Type Confusion Google Security Research 2018-00-18
3801 [remote] NUUO NVRMini2 38 - ‘cgi_system’ Buffer Overflow (Enable Telnet) Jacob Baines 2018-00-18
3800 [shellcode] Linux/ARM - Jump Back Shellcode + execve("/bin/sh", NULL, NULL) Shellcode (4 Bytes) Ken Kitahara 2018-00-18
3799 [remote] CA Release Automation NiMi 65 - Remote Command Execution Jakub Palaczynski 2018-09-17
3798 [dos] Netis ADSL Router DL4322D RTK 2.1.1 - Denial of Service (PoC) cakes 2018-09-17
3797 [webapps] Joomla Component JCK Editor 64.4 - ‘parent’ SQL Injection Hamza Megahed 2018-09-17
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5446 Vuln: IBM Business Process Manager CVE-2017-1494 Cross Site Scripting Vulnerability 2017-12-19
5445 Vuln: IBM RPA with Automation Anywhere CVE-2017-1751 Cross Site Scripting Vulnerability 2017-12-19
5444  Vuln: Trend Micro Mobile Security Information Disclosure and Denial of Service Vulnerabilities 2017-12-19
5443 Vuln: IBM Integration Bus CVE-2017-1694 Information Disclosure Vulnerability 2017-12-19
5442 Vuln: Linksys WVBR0-25 CVE-2017-17411 Remote Command Injection Vulnerability 2017-12-19
5441 Vuln: VideoLAN VLC 'mp4/libmp4.c’ Denial of Service Vulnerability 2017-12-19
5440  Vuln: DotNetNuke CVE-2017-9822 Remote Code Execution Vulnerability 2017-12-19
5430 Vuln: IBM Maximo Asset Management CVE-2017-1558 Unspecified Open Redirect Vulnerability 2017-12-19
5438 Vuln: EMC Isilon OneFS CVE-2017-14380 Multiple Privilege Escalation Vulnerabilties 2017-12-19
5437 Vuln: Python 'Lib/webbrowser.py' Remote Command Execution Vulnerability 2017-12-19
5436 Vuln: Huawei FusionSphere OpensStack CVE-2017-8194 Router Authentication Bypass Vulnerability 2017-12-19
5435 Vuln: ImageMagick CVE-2017-17682 Denial of Service Vulnerability 2017-12-18
5434 Vuln: Rapid7 Nexpose CVE-2017-5264 Cross Site Request Forgery Vulnerability 2017-12-18
5433 Vuln: ImageMagick ‘coders/xpm.¢’ Denial of Service Vulnerability 2017-12-18
5432 Vuln: ImageMagick CVE-2017-17681 Denial of Service Vulnerability 2017-12-18

©
B

> | o (aes) | sme

sz [l 23] 2)[5] 6|7




image4.png
LhiecL] 0

CVE o] E{5|0] 2
HokRA
24 Q CA=ay
erg22l
QEIE e waEAl

o
o
i
)
Ho

_ CVE-2018-8041  Apache Camel's Mail 2200 through 2203, 2210 through 2211 and 2220 is vuinerable to path traversal 2018-03-09

The html package (aka x/net/htm) through 2018-09-17 in Go mishandles <template><tody><isindex/action=0>, leading to a "panic:

CVEROIEATLE ntime error” in inBodyIM in parse.go during an htmiParse call et
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CVE-2018-16959  An issue was discovered in Oracle WebCenter Interaction Portal 1033 2018-09-12
CVE-2018-16958  An issue was discovered in Oracle WebCenter Interaction Portal 1033 2018-09-12
CVE-2018-16957  The Oracle WebCenter Interaction 1033 search service queryd.exe binary is compiled with the i19253c4 hardcoded password 2018-09-12
Ve-2018-16056  The AJaxControl component of Oracle WebCenter Interaction Portal 10.33 does ot validate the names of pages when processing P
page rename requests
CVE-2018-16955  The login function of Oracle WebCenter Interaction Portal 1033 is vulnerable to reflected cross-site scripting (X55) 2018-09-12
CVE-2018-16954  An issue was discovered in Oracle WebCenter Interaction Portal 1033 2018-09-12
(VE-2018-16053  The AJaxViewcDisplayResponse function of the portalpages i assembly in Oracle WebCenter Interaction Portal 10.33 is wulnerable to 10 oo
reflected cross-site scripting (X5)
CVE-2018-16952  The Oracle WebCenter Interaction Portal 1033 does not implement protection against Cross-site Request Forgery in its design 2018-09-12
CVE-2018-14631  moodle before versions 352, 345, 338 is vulnerable to a boost theme - blog search GET parameter insufficientl filered 20180727
EETT 2{::‘12 :efme versions 3.52, 345, 338, 3114 is vulnerable to an XML import of ddwtos could lead to intentional remote code )
CVE-2018-14320  This vulnerability allows remote attackers to disclose sensitive information on vulnerable installations of PaDoFo 2018-07-16
CVE-2018-1223  Cloud Foundry Container Runtime (kubo-release), versions prior to 0140, may leak UA and vCenter credentials to application logs 2017-12-06
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