Get CVEs
Retrieves a list of CVE vulnerabilities.
HTTP Request
GET /api/sonar/cves
Request using cURL
curl -H "Authorization: Bearer <API_KEY>" \
     https://HOSTNAME/api/sonar/cves?offset=0&limit=20&min_score=7&max_score=9
Request Parameters
	Key
	Required
	Type
	Description
	Note

	offset
	X
	32-bit integer
	Number of items to skip
	Default: 0

	limit
	X
	32-bit integer
	Maximum number of items
	Min 0, max 1000. Default: 20

	keywords
	X
	String
	Search keyword
	Searches id and description fields

	min_score
	X
	64-bit float
	Minimum CVSS score
	Value between 0 and 10

	max_score
	X
	64-bit float
	Maximum CVSS score
	Value between 0 and 10


Success Response
{
  "total_count": 282761,
  "cves": [
    {
      "id": "CVE-2012-1419",
      "status": "Deferred",
      "description": "The TAR file parser in ClamAV 0.96.4 and Quick Heal (aka Cat QuickHeal) 11.00 allows remote attackers to bypass malware detection via a POSIX TAR file with an initial [aliases] character sequence. NOTE: this may later be SPLIT into multiple CVEs if additional information is published showing that the error occurred independently in different TAR parser implementations.",
      "source": "MITRE",
      "published": "2012-03-21 10:11:47+0900",
      "updated": "2025-04-11 00:51:21+0900",
      "cvss": [
        {
          "version": "2.0",
          "score": 4.3,
          "exploitability_score": 8.6,
          "impact_score": 2.9,
          "vector": "AV:N/AC:M/Au:N/C:N/I:P/A:N",
          "severity": "MEDIUM",
          "source": "NIST"
        }
      ]
    }
  ]
}
Error Responses
When offset or limit is not an integer
HTTP status code 400
{
  "error_code": "invalid-argument",
  "error_msg": "'offset' parameter should be int type"
}
When offset or limit is negative
HTTP status code 400
{
  "error_code": "invalid-argument",
  "error_msg": "'offset' must be greater than or equal to 0."
}
When limit exceeds maximum value
HTTP status code 400
{
  "error_code": "invalid-argument",
  "error_msg": "'limit' must be less than or equal to 1000."
}
