Get system logs
Gets a list of system logs that match the search criteria.
Required Permissions
Requires the MASTER role.
HTTP Request
GET /api/sonar/system-logs
cURL Example
curl -H "Authorization: Bearer <API_KEY>" \
     "https://HOSTNAME/api/sonar/system-logs?levels=ERROR&from=2024-06-18%2000:00:00+0900&to=2024-06-18%2023:59:59+0900&limit=50"
Request Parameters
	Key
	Required
	Type
	Description
	Notes

	offset
	No
	64-bit integer
	Number of records to skip
	Default: 0

	limit
	No
	64-bit integer
	Maximum number of records to load
	 

	keywords
	No
	String list
	Search keywords
	Multiple keywords allowed

	nodes
	No
	String list
	List of node GUIDs to filter by node
	 

	levels
	No
	String list
	Log level filter
	One of INFO, WARN, ERROR, FATAL

	from
	No
	Date
	Start time
	Format: yyyy-MM-dd HH:mm:ssZ

	to
	No
	Date
	End time
	Format: yyyy-MM-dd HH:mm:ssZ


Success Response
{
  "system_logs": [
    {
      "created_at": 1718668800000,
      "node_guid": "a1b2c3d4-1111-2222-3333-444455556666",
      "node_name": "control-01",
      "node_pair_guid": null,
      "node_pair_name": null,
      "module": "logstorage",
      "code": 1001,
      "level": "ERROR",
      "params": {},
      "msg": "failed to flush table buffer"
    }
  ],
  "total": 1,
  "levels": ["INFO", "WARN", "ERROR"]
}
system_logs (Array): List of system log entries that match the search criteria
created_at (Date): Creation time (epoch milliseconds)
node_guid (String, optional): Node GUID
node_name (String): Node name
node_pair_guid (String, optional): Paired node GUID
node_pair_name (String, optional): Paired node name
module (String): Module name
code (32-bit integer): Log code
level (String): Log level
params (Map): Message parameters
msg (String): Log message
total (64-bit integer): Total number of records that match the search criteria
levels (Array): Available log level labels for building filters (localized strings)
Error Responses
from or to value has an invalid date format
HTTP status code 400
{
  "error_code": "invalid-argument",
  "error_msg": "invalid date format"
}
levels value is not a valid log level
HTTP status code 400
{
  "error_code": "invalid-argument",
  "error_msg": "No enum constant com.logpresso.sonar.api.systemlog.SystemLogLevel.DEBUG"
}
offset or limit value is not an integer
HTTP status code 400
{
  "error_code": "invalid-argument",
  "error_msg": "'offset' parameter should be long type"
}
Permission denied
HTTP status code 500
{
  "error_code": "illegal-state",
  "error_msg": "no-permission"
}
