Get User-defined Filters
Retrieves the list of registered user-defined filters. You can filter the results by search keyword or GUIDs.
Required Permissions
Available to users with the Member role or higher.
HTTP Request
GET /api/sonar/user-defined-filters
cURL Example
curl -H "Authorization: Bearer <API_KEY>" \
     "https://HOSTNAME/api/sonar/user-defined-filters?limit=50"
Request Parameters
	Key
	Required
	Type
	Description
	Notes

	offset
	No
	32-bit integer
	Number of records to skip
	Default: 0

	limit
	No
	32-bit integer
	Maximum number of records
	Default: 50

	keywords
	No
	String
	Search keyword
	Searches name and description

	guids
	No
	String list
	User-defined filter GUIDs
	Comma-separated GUIDs


Success Response
{
  "total_count": 1,
  "user_defined_filters": [
    {
      "guid": "a1b2c3d4-e5f6-7890-abcd-ef1234567890",
      "name": "Internal maintenance exclusion",
      "description": "Exclude internal traffic during scheduled maintenance",
      "predicate": {
        "type": "AND",
        "args": [
          {
            "type": "EQ",
            "args": [
              { "type": "FIELD", "value": "src_ip", "comment": null },
              { "type": "VALUE", "value": "192.0.2.10", "comment": null }
            ],
            "comment": null
          },
          {
            "type": "STARTS_WITH",
            "args": [
              { "type": "FIELD", "value": "host", "comment": null },
              { "type": "VALUE", "value": "intra-", "comment": null }
            ],
            "comment": null
          }
        ],
        "comment": null
      },
      "created": "2026-04-15T09:00:00+0900",
      "updated": "2026-04-20T15:30:00+0900"
    }
  ]
}
total_count (32-bit integer): Total number of records matching the criteria
user_defined_filters (Array): User-defined filters
guid (String): User-defined filter identifier
name (String): Filter name
description (String): Filter description
predicate (Object): Condition expression tree. Either a node expression or a leaf expression
type (String): Expression type
Leaf: VALUE, EXPR, FIELD
Unary: NOT, IS_NULL, IS_NOT_NULL
Comparison: EQ, NEQ, GT, GTE, LT, LTE, STARTS_WITH, ENDS_WITH, CONTAINS
Logical: AND, OR
Set: IN
Group reference: SUBNET_GROUP, PATTERN_GROUP, ADDRESS_GROUP, PORT_GROUP
value (String|Number): Value of a leaf expression (VALUE or EXPR)
args (Array): Child expressions of a node
comment (String): Comment for the expression. null when absent
created (Timestamp): Creation time (yyyy-MM-dd'T'HH:mm:ssZ)
updated (Timestamp): Last update time (yyyy-MM-dd'T'HH:mm:ssZ)
Error Responses
guids is not a GUID
HTTP status code 400
{
  "error_code": "invalid-param-type",
  "error_msg": "guid should be guid type."
}
No permission
HTTP status code 500
{
  "error_code": "illegal-state",
  "error_msg": "no-permission"
}
