Request API Key
Authenticates a user with login name and password and returns the user's API key together with basic profile information. Use the returned API key in the Authorization: Bearer <API_KEY> header for subsequent REST API calls.
Required Permissions
Available to any authenticated user, including Guest. Each user can only request their own API key after successful authentication.
HTTP Request
POST /api/sonar/request-api-key
cURL Example
curl -d login=gildong \
     -d password=PASSWORD \
     -X POST \
     https://HOSTNAME/api/sonar/request-api-key
Request Parameters
Request Body Parameters
	Key
	Required
	Type
	Description
	Note

	login
	O
	String
	Login name
	Up to 255 characters

	password
	O
	String
	Password
	 


Success Response
{
  "api_key": "5d1f2c3a-9b8e-4f7a-bd11-3a2c8e9f0d1b",
  "login": "gildong",
  "company_guid": "8a3c0e5d-1234-4f5a-8b76-9d2e1c0b3a4f",
  "user_guid": "ffaf431b-653a-4329-8f83-913cbb00342d",
  "user_name": "Gildong Hong",
  "role_id": 2,
  "role_name": "ADMIN",
  "user_groups": [
    {
      "guid": "5e8b2a4f-7c3d-4e9b-8a1f-2b6c0d3e5a7c",
      "name": "Security Operations"
    }
  ]
}
api_key (String): User's API key. null if no API key has been issued for the account
login (String): Login name
company_guid (String): Company GUID the user belongs to
user_guid (String): User GUID
user_name (String): User name
role_id (Integer): Role ID
role_name (String): Role name. One of MASTER, ADMIN, MEMBER, GUEST
user_groups (Array): User groups the user belongs to
guid (String): User group GUID
name (String): User group name
Error Responses
Required argument is missing
HTTP status code 400
{
  "error_code": "null-argument",
  "error_msg": "login should be not null"
}
Login or password does not match
HTTP status code 500. The response does not distinguish between a non-existent account and an incorrect password.
{
  "error_code": "illegal-state",
  "error_msg": "authentication failure for api key of \"gildong\""
}
