Update User-defined Filter
Updates the specified user-defined filter. The name, description, and condition expression are replaced with the supplied values.
Required Permissions
Available to users with the Admin role or higher. The JSON-serialized condition expression is limited to 65,535 characters. The filter name cannot be in GUID format.
HTTP Request
PUT /api/sonar/user-defined-filters
cURL Example
curl -H "Authorization: Bearer <API_KEY>" \
     -H "Content-Type: application/json" \
     -X PUT \
     -d '{
           "guid": "a1b2c3d4-e5f6-7890-abcd-ef1234567890",
           "name": "Internal maintenance exclusion",
           "description": "Exclude internal traffic during scheduled maintenance (added IP)",
           "predicate": {
             "type": "OR",
             "args": [
               {
                 "type": "EQ",
                 "args": [
                   { "type": "FIELD", "value": "src_ip" },
                   { "type": "VALUE", "value": "192.0.2.10" }
                 ]
               },
               {
                 "type": "EQ",
                 "args": [
                   { "type": "FIELD", "value": "src_ip" },
                   { "type": "VALUE", "value": "192.0.2.11" }
                 ]
               }
             ]
           }
         }' \
     https://HOSTNAME/api/sonar/user-defined-filters
Request Parameters
	Key
	Required
	Type
	Description
	Notes

	guid
	Yes
	String
	User-defined filter GUID
	36-character GUID

	name
	Yes
	String
	Filter name
	Cannot be in GUID format

	description
	No
	String
	Filter description
	 

	predicate
	Yes
	String map
	Condition expression
	Same structure as the predicate of Create User-defined Filter


Success Response
{}
Error Responses
Required argument is missing
HTTP status code 400
{
  "error_code": "null-argument",
  "error_msg": "guid should be not null"
}
Invalid GUID format
HTTP status code 400
{
  "error_code": "invalid-param-type",
  "error_msg": "guid should be guid type."
}
User-defined filter not found
HTTP status code 500
{
  "error_code": "illegal-state",
  "error_msg": "user-defined filter not found: a1b2c3d4-e5f6-7890-abcd-ef1234567890"
}
Filter name is in GUID format
HTTP status code 500
{
  "error_code": "illegal-argument",
  "error_msg": "user-defined filter name cannot be guid format"
}
Condition expression exceeds 65,535 characters
HTTP status code 500
{
  "error_code": "illegal-state",
  "error_msg": "Exceeded maximum character limit: max=65535, actual=70000"
}
Condition expression cannot be serialized
HTTP status code 500
{
  "error_code": "illegal-state",
  "error_msg": "cannot jsonize predicate of udf Internal maintenance exclusion"
}
No permission
HTTP status code 500
{
  "error_code": "illegal-state",
  "error_msg": "no-permission"
}
