Data Catalog
Overview
Data Catalog was introduced in version 4.0.2507.0 to let users without administrator privileges review the relationship between log schemas and tables. You can open it from Analysis > Data Catalog, and the page is available to administrators or to user roles granted the DATA_CATALOG_VIEW permission. Log schemas and tables are closely related, but standard users cannot access log schema details directly, which made query authoring difficult.
You can now review the list of tables that use a specific log schema, or review the log schemas related to tables you are allowed to access. Through Data Catalog you can easily understand structural information such as field types, names, and display names that make up a log schema, which helps you decide what data to process in Logs or Queries to obtain meaningful results.
Screen layout
The Data Catalog screen consists of a navigation panel on the left and a data preview area on the right.
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Switch: Chooses whether to browse by Log Schema or Table.
Search box: The log schema list provides a text input to filter by name, while the table list provides built-in search on its tree structure.
Log schema list: Shows the log schemas selectable under the current browsing mode.
Table list: Shows the tables selectable under the current browsing mode as a group tree.
Data grid: Shows the data normalized according to the selected log schema and table.
Filter tools: Add field-based conditions above the data grid to view only the records you want.
Page size and pagination: Adjust the number of records shown at once and the current page at the bottom.
The data grid shows columns normalized according to the selected log schema. For the same table, the visible fields can change when you switch to a different log schema.
Browse tables by log schema
Select Log Schema in the switch, then pick an item from the log schema list to see the tables related to that schema.
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The log schema name and display name follow the signed-in user's language setting.
The table list shows only tables that use the selected log schema and that the current user has permission to view.
When you select a table from the list, you can review the data stored in the table together with the normalized fields of the selected log schema.
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Data is displayed in normalized form according to the selected log schema.
Click the [image: ] icon at the top to reload the data for the selected table.
Some capabilities provided in Logs are also available on the same screen.
Use the Filter feature to set conditions based on field values and narrow down to the data you want.
You can sort the fields of the retrieved data or change how they are displayed while reviewing the information.
Browse log schemas by table
Select Table in the switch to first see the list of tables the current user has permission to view. When you pick one, the main area shows part of the data stored in that table along with the related log schemas.
[image: ]
The log schema list shows the log schemas related to the selected table.
A single table can be linked to one or more log schemas.
When you select a log schema from the list, you can review the field structure of that schema.
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Using Data Catalog
Browse the table list by log schema to see which tables a specific log schema is applied to.
Browse the log schema list by table to review the log schemas applied to a table and the field information of each schema.
Understand data structure and flow in advance to quickly find the information needed for writing queries, reviewing logs, and processing data.
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Q  session # D Time I Source IP 1 Source Port I Destination IP 1 Destination Port A Protocol ¢ Application A Action £ NAT Sc
g— 1 2026-04-14 17:00:02+0900 1 111.36.4.79 52222 0 172.26.11.63 8080 TCP CLOSE
SNIPER NGFW Al 2 2026-04-14 17:00:02+0900 [ 111.56.246.64 45555 [ 203.0.113.88 443 TCP CLOSE
TrusGurad A4t 3 2026-04-14 17:00:02+0900 [ 111.182.157.231 60123 O 10.14.77.91 22 TCP CLOSE
4 2026-04-14 17:00:02+0900 [ 111.25.25.99 41234 0 192.168.88.10 5900 TCP DENY
5 2026-04-14 17:00:02+0900 [ 111.46.10.85 34567 O 198.51.100.45 443 TCP CLOSE
6 2026-04-14 17:00:02+0900 [ 111.66.252.70 57771 Q0 10.30.12.7 8443 TCP CLOSE
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] 2026-04-14 17:00:02+0900 [ 111.63.62.134 62001 [ 203.0.113.33 587 TCP CLOSE
10 2026-04-14 17:00:02+0900 ¥ 111.189.227.47 37219 0O 10.0.0.250 139 TCP DENY
11 2026-04-14 17:00:02+0900 [ 111.23.72.144 56321 O 198.51.100.166 443 TCP CLOSE
12 2026-04-14 17:00:02+0900 1 111.172.97.169 45112 0 172.22.9.201 3000 TCP CLOSE
13 2026-04-14 17:00:02+0900 [ 111.39.185.4 38901 O 203.0.113.202 8443 TCP CLOSE
14 2026-04-14 17:00:02+0900 [ 111.77.239.57 32778 0O 10.44.2.19 8080 TCP CLOSE
15 2026-04-14 17:00:02+0900 [ 111.15.10.82 42310 O 192.0.2.44 23 TCP DENY
16 2026-04-14 17:00:02+0900 = 111.93.96.171 61567 =£9.9.9.9 53 UDP CLOSE
S Deseloct 17 2026-04-14 17:00:02+0900 [ 111.144.92.167 61024 0O 172.31.5.77 443 TCP CLOSE
18 2026-04-14 17:00:02+0900 [ 111.157.34.107 33445 0O 10.1.8.24 3306 TCP CLOSE
Q 19 2026-04-14 16:59:52+0900 [ 111.134.58.131 50123 O 172.20.8.88 443 TCP CLOSE
~ Al 20 2026-04-14 16:59:52+0900 [ 111.155.44.116 61432 O 198.51.100.27 22 TCP CLOSE
[ table_group 21 2026-04-14 16:59:52+0900 [ 111.38.244.64 5353 Z£8.8.4.4 53 UDP CLOSE
SNIPER_NGFW 22 2026-04-14 16:59:52+0900 [ 111.35.22.94 58008 ([ 198.51.100.81 993 TCP CLOSE
23 2026-04-14 16:59:52+0900 [ 111.196.7.79 60110 O 192.168.1.200 445 TCP DENY
24 2026-04-14 16:59:52+0900 == 99.99.5.5 3128 Z=99.99.6.6 8080 TCP CLOSE
25 2026-04-14 16:59:52+0900 == 99.99.3.0 2048 Z=99.99.4.0 80 TCP DENY
26 2026-04-14 16:59:52+0900 =£99.99.1.1 1024 Z=99.99.2.2 443 TCP CLOSE
27 2026-04-14 16:59:52+0900 [ 111.73.94.166 51678 O 203.0.113.155 8443 TCP CLOSE
28 2026-04-14 16:59:52+0900 [ 111.138.203.21 52080 O 172.18.2.130 443 TCP CLOSE
29 2026-04-14 16:59:52+0900 [ 111.180.225.44 44321 0O 203.0.113.14 8443 TCP CLOSE
30 2026-04-14 16:59:52+0900 [ 111.25.23.96 54022 O 203.0.113.91 8080 TCP CLOSE
31 2026-04-14 16:59:52+0900 [ 111.195.34.106 38881 (1 10.20.30.40 25 TCP DENY
32 2026-04-14 16:59:52+0900 1 111.89.240.60 60211 O 192.168.40.9 3389 TCP DENY
33 2026-04-14 16:59:52+0900 [ 111.156.50.124 53001 O 10.10.4.12 80 TCP CLOSE
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2 SNIPERNGFW  2026-04-14 17:00:02+0900 1776153204876 54 9 sonar_logger 00009 session CLOSE WINS £E99.99.0.16  ConFW_1 -
3 SNIPERNGRW  2026-04-14 17:00:02+0900 1776153204876 53 9 sonar_logger 00009 session CLOSE WINS £E99.99.0.16  ConFW_1 -
4 SNIPERNGRW  2026-04-14 17:00:02+0900 1776153204876 52 9 sonar_logger 00009 session DENY WINS £E99.99.0.15  ConFW_1 -
5 SNIPERNGRW  2026-04-14 17:00:02+0900 1776153204876 51 9 sonar_logger 00009 session CLOSE WINS £E99.99.0.15  ConFW_1 -
6 SNIPERNGRW  2026-04-14 17:00:02+0900 1776153204876 50 9 sonar_logger 00009 session CLOSE WINS £E99.99.0.15  ConFW_1 -
7 SNIPERNGFW  2026-04-14 17:00:02+0900 1776153204876 ' 9 sonar_logger 00009 session CLOSE WINS £E99.99.0.14  ConFW_1 us
8 SNIPERNGRW  2026-04-14 17:00:02+0900 1776153204876 ] 9 sonar_logger 00009 session CLOSE WINS £E99.99.0.14  ConFW_1 -
9 SNIPERNGRW  2026-04-14 17:00:02+0900 1776153204876 a7 9 sonar_logger 00009 session CLOSE WINS £E99.99.0.14  ConFW_1 -
10 SNIPERNGFW  2026-04-14 17:00:02+0900 1776153204876 4 9 sonar_logger 00009 session DENY WINS £H99.99.0.13  ConFW_1 -
11 SNIPER NGFW  2026-04-14 17:00:02+0900 1776153204876 4 9 sonar_logger 00009 session CLOSE WINS £H99.99.0.13  ConFW_1 -
12 SNIPERNGFW  2026-04-14 17:00:02+0900 1776153204876 “ 9 sonar_logger 00009 session CLOSE WINS £H99.99.0.13  ConFW_1 -
13 SNIPERNGFW  2026-04-14 17:00:02+0900 1776153204876 3 9 sonar_logger 00009 session CLOSE WINS £H99.99.0.12  ConFW_1 -
14 SNIPER NGFW  2026-04-14 17:00:02+0900 1776153204876 2 9 sonar_logger 00009 session CLOSE WINS £H99.99.0.12  ConFW_1 -
15 SNIPERNGFW  2026-04-14 17:00:02+0900 1776153204876 a1 9 sonar_logger 00009 session DENY WINS £H99.99.0.12  ConFW_1 -
16 SNIPER NGFW  2026-04-14 17:00:02+0900 1776153204876 ) 9 sonar_logger 00009 session CLOSE WINS £E99.99.0.11  ConFW_1 us
17 SNIPERNGFW  2026-04-14 17:00:02+0900 1776153204876 Ed 9 sonar_logger 00009 session CLOSE WINS £E99.99.0.11  ConFW_1 -
18 SNIPERNGFW  2026-04-14 17:00:02+0900 1776153204876 38 9 sonar_logger 00009 session CLOSE WINS £E99.99.0.11  ConFW_1 -
19 SNIPERNGFW  2026-04-14 16:59:52+0900 1776153204876 3 9 sonar_logger 00009 session CLOSE WINS £E99.99.0.8  ConFW_1 -
20 SNIPERNGFW  2026-04-14 16:59:52+0900 1776153204876 E 9 sonar_logger 00009 session CLOSE WINS £H99.99.0.7  ConFW_1 -
21 SNIPER NGFW  2026-04-14 16:59:52+0900 1776153204876 35 9 sonar_logger 00009 session CLOSE WINS £H99.99.0.7  ConFW_1 us
22 SNIPERNGFW  2026-04-14 16:59:52+0900 1776153204876 u 9 sonar_logger 00009 session CLOSE WINS £H99.99.0.10  ConFW_1 -
23 SNIPERNGFW  2026-04-14 16:59:52+0900 1776153204876 3 9 sonar_logger 00009 session DENY WINS £H99.99.0.10  ConFW_1 -
24 SNIPER NGFW  2026-04-14 16:59:52+0900 1776153204876 2 9 sonar_logger 00009 session CLOSE WINS £E99.99.0.2  ConRW_1 us
25 SNIPERNGFW  2026-04-14 16:59:52+0900 1776153204876 31 9 sonar_logger 00009 session DENY WINS £E99.99.0.1  ConRW_1 us
2 SNIPERNGFW  2026-04-14 16:59:52+0900 1776153204876 30 9 sonar_logger 00009 session CLOSE WINS £E99.99.0.1  ConRW_1 us
27 SNIPERNGFW  2026-04-14 16:59:52+0900 1776153204876 29 9 sonar_logger 00009 session CLOSE WINS £H99.99.0.10  ConFW_1 -
28 SNIPERNGFW  2026-04-14 16:59:52+0900 1776153204876 3 9 sonar_logger 00009 session CLOSE WINS £E99.99.0.9  ConFW_1 -
29 SNIPERNGFW  2026-04-14 16:59:52+0900 1776153204876 27 9 sonar_logger 00009 session CLOSE WINS £H99.99.0.7  ConFW_1 -
30 SNIPERNGRW  2026-04-14 16:59:52+0900 1776153204876 % 9 sonar_logger 00009 session CLOSE WINS £E99.99.0.8  ConFW_1 -
31 SNIPERNGRW  2026-04-14 16:59:52+0900 1776153204876 25 9 sonar_logger 00009 session DENY WINS £E99.99.0.8  ConFW_1 -
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