User-Defined Filters
Overview
User-defined filters allow you to apply specific filtering conditions to detection rules for data analysis and detection. These filters modularize complex conditions used repeatedly, making it easy to apply the same conditions across multiple detection rules. This ensures efficient filtering in both stream and batch rules.
Search User-Defined Filter
You can view or search for user-defined filters under Policy > User-Defined Filters.
Name: Unique name of the user-defined filter
Description: Description of the user-defined filter
Created At: Date when the user-defined filter was created
Modified At: Date when the user-defined filter was last modified
To find a specific filter, use the search tool in the toolbar. The search tool finds user-defined filters that contain the entered keyword in their Name or Description fields. The search is not case-sensitive.
Download User-Defined Filter List
To download the user-defined filter list to your local PC, click Download in the toolbar.
Refresh User-Defined Filter List
To update the list with the latest information, click Refresh in the toolbar.
Add User-Defined Filter
To add a user-defined filter:
Go to Policy > User-Defined Filters and click Add in the toolbar.
In the Add User-Defined Filter screen, enter Name and Description.
Name: Unique name for the user-defined filter (up to 50 characters). The name cannot be changed after creation.
Description: Description of the user-defined filter (up to 2,000 characters).
In the User-Defined Filter Settings, enter the Filter Expression, then click OK.
Initially, only one filter expression input field is provided. Enter a boolean expression written in Logpresso query language along with a description (each up to 1,000 characters).
Click "+" to add a filter expression or a sub-filter expression group. Groups can be nested up to three levels.
Click AND or OR to specify logical operations for the filter expressions.
To delete a filter expression or group, click the trash can icon on the right.
Edit User-Defined Filter
To edit a user-defined filter:
In the User-Defined Filter list, click the name of the filter you want to modify.
Modify the details in the Edit User-Defined Filter screen and click Save
Using User-Defined Filter
Query
User-Defined Filters can be applied by invoking the matchfilter() function within a query statement. For example, to filter specific IP addresses, use the following query: search matchfilter("User-Defined Filter GUID")
To use this function, you need to know the GUID of the user-defined filter. The GUID can be found in the browser’s address bar.
Delete User-Defined Filter
To delete a user-defined filter:
In the user-defined filter list, select the checkbox for the filter you want to delete.
Click Delete in the toolbar.
In the Delete User-Defined Filter dialog box, review the list of filters to be deleted, then click Delete. To cancel, click Cancel.
Deleting a user-defined filter referenced in stream or batch detection rules may cause detection rules to function incorrectly.
