CVE
概要
CVE（Common Vulnerabilities and Exposures）は、公開されたセキュリティ脆弱性に対して固有の識別子を付与する国際標準体系です。米国MITREが管理しており、NVD（National Vulnerability Database）で各CVEに対するCVSS（Common Vulnerability Scoring System）スコアと詳細な分析情報を提供しています。
Sonarウェブコンソールの CVEメニューでは、収集されたCVEデータベースを照会し、各脆弱性のCVSSスコア（バージョン2.0、3.x、4.0）を確認できます。XDRライセンスが有効な環境では、特定のCVEの影響を受ける内部資産の一覧も併せて確認できます。
CVE詳細画面では、該当脆弱性の根本原因に該当するCWEの一覧も確認できます。CWE項目をクリックすると、CWE詳細ページに移動します。
CVEメニューは照会専用であり、追加・修正・削除機能は提供されません。ユーザー以上のアカウントで利用できます。
CVE一覧の照会・検索
Intelligence > CVEでCVE一覧を照会または検索できます。
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CVE ID: CVE識別子（例：CVE-2024-12345）
Description: 脆弱性に関する説明
Assets: 該当CVEの影響を受ける資産数
CVSS4: CVSSバージョン4.0基本スコア（0.0〜10.0）。スコアの範囲に応じてカラーバッジで表示されます。
CVSS3: CVSSバージョン3.x基本スコア（0.0〜10.0）。スコアの範囲に応じてカラーバッジで表示されます。
CVSS2: CVSSバージョン2.0基本スコア（0.0〜10.0）。スコアの範囲に応じてカラーバッジで表示されます。
Created At: CVEが公開（published）された日付
CVSSスコアは以下の色で重大度を区分します：
	スコア範囲
	重大度
	色

	0.0〜1.9
	低
	緑

	2.0〜4.9
	中
	黄

	5.0〜7.9
	高
	橙

	8.0〜10.0
	深刻
	赤


スコアがない場合はN/Aと表示されます。
一覧上部の検索欄にキーワードを入力すると、該当キーワードを含むCVEのみがフィルタリングされます。
一覧のダウンロード
CVE一覧をファイルとしてダウンロードするには、一覧上部のDownloadをクリックしてください。ダウンロードファイルには、CVE ID、Description、Assets、CVSS4、CVSS3、CVSS2、Created Atの項目が含まれます。最大1,000件までダウンロードできます。
一覧の更新
CVE一覧を最新情報で照会するには、一覧上部のRefreshをクリックしてください。
CVE詳細照会
CVE一覧で特定の行をクリックすると、画面右側に詳細情報パネルが開きます。
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詳細情報パネルには以下の項目が表示されます：
Description: 脆弱性に関する詳細な説明
Associated CWEs: 該当CVEに関連するCWE（Common Weakness Enumeration）の一覧。NVDで分類されたCWEのみ表示され、CWE IDと名称が併せて表示されます。CWE IDをクリックすると、該当CWE詳細ページに移動します。
Created At: CVEが公開された日付
CVSS scores
詳細情報パネルのCVSS Scoresセクションでは、該当CVEのCVSSスコアをバージョンごとに確認できます。CVSSスコアテーブルには以下の項目が表示されます：
Version: CVSSバージョン（4.0、3.1、3.0、2.0）
Base Severity: 重大度等級（例：CRITICAL、HIGH、MEDIUM、LOW）
CVSS Vector: CVSSベクター文字列。カーソルを合わせると、ベクターの各項目（攻撃ベクター、攻撃の複雑さ、必要な権限、ユーザーインタラクションなど）を詳細に確認できます。
Base Score: 基本スコア（0.0〜10.0）
Exploitability Score: 悪用可能性スコア（0.0〜10.0）
Impact Score: 影響度スコア（0.0〜10.0）
同一バージョンに複数ソースのスコアがある場合、スコアが最も高い項目のみ表示されます。
影響資産
XDRライセンスが有効な環境では、詳細情報パネルに影響資産セクションが追加で表示されます。このセクションでは、該当CVEの影響を受ける内部資産の一覧を確認できます。
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影響資産テーブルには以下の項目が表示されます：
Criticality: 資産の重要度
Site: 資産が所属するサイト
IP: 資産のIPアドレス。クリックすると、該当資産の詳細ページに移動します。
Category: 資産の分類。分類がない場合は未分類と表示されます。
Hostname: 資産のホスト名
Assignee: 資産の担当者
Department: 担当者の所属部署
Modified At: 資産情報の最終修正日
影響資産一覧でOpen Query Windowをクリックすると、該当CVEの影響を受ける資産を照会するクエリが新しいウィンドウで実行されます。資産がある場合、Downloadをクリックして影響資産一覧をファイルとしてダウンロードできます。
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CVEID Description Assets cvssa cvss3 cvss2 Created At

The default configuration of the apache2 package in Debian GNU/Linux squeeze before 2.216-6+squeeze7, wheezy before 2.2.22-4, and sid before 2.2.22-4,
CVE-2012-0216  when mod_php or mod_rivet is used, provides example scripts under the doc/ URI, which might allow local users to conduct cross-site scripting (XSS) attacks, 0
gain privileges, or obtain sensitive information via vectors involving localhost HTTP requests to the Apache HTTP Server.

44 2012-04-22

The pre-authentication command injection vulnerability in the Zyxel NAS326 firmware versions prior to V5.21(AAZF.14)C0, NAS540 firmware versions prior
CVE-2023-27992  to V5.21(AATBA1)CO, and NAS542 firmware versions prior to V5.21(ABAG.11)CO could allow an unauthenticated attacker to execute some operating system 0
(0S) commands remotely by sending a crafted HTTP request.

2023-06-19

CVE-2023-36271  LibreDWG v010 to v0.12.5 was discovered to contain a heap buffer overflow via the function bit_wes2nlen at bits.c. 0 2023-06-23

CVE-2023-36274  LibreDWG vO.11 to v012.5 was discovered to contain a heap buffer overflow via the function bit_write_TF at bits.c. 0 2023-06-23
An out-of-bounds read was addressed with improved input validation. This issue is fixed in watchOS 9.5, tvOS 16.5, macOS Ventura 13.4, i0S 15.76 and

CVE-2023-28204  iPadOS 15.76, Safari 16.5, i0S 16.5 and iPad0S 16.5. Processing web content may disclose sensitive information. Apple is aware of a report that this issue may 0
have been actively exploited.

2023-06-23

Ause-after-free issue was addressed with improved memory management. This issue is fixed in watchOS 9.5, tvOS 16.5, macOS Ventura 13.4, i0S 15.76 and
CVE-2023-32373  iPadOS 15.76, Safari 16.5, i0S 16.5 and iPadOS 16.5. Processing maliciously crafted web content may lead to arbitrary code execution. Apple is aware of a 0
report that this issue may have been actively exploited.

2023-06-23

The issue was addressed with improved bounds checks. This issue is fixed in watchOS 9.5, tvOS 16.5, macOS Ventura 13.4, i0S 15.7.8 and iPadOS 15.78,
CVE-2023-32409  Safari 16.5, i0S 16.5 and iPadOS 16.5. A remote attacker may be able to break out of Web Content sandbox. Apple is aware of a report that this issue may have 0
been actively exploited.

2023-06-23

Abuffer overflow issue was addressed with improved memory handling. This issue is fixed in watchOS 9.5, tvOS 16.5, macOS Ventura 13.4, Safari 16.5, i0S

CVE2023-32423 166 and iPad0S 16.5. Processing web content may disclose sensitive information.

2023-06-23

Aninteger overflow was addressed with improved input validation. This issue is fixed in watchOS 9.5.2, macOS Big Sur 1178, i0S 16.77 and iPad0S 15.77,
CVE-2023-32434  macOS Monterey 12.67, watchOS 881, i0S 16,51 and iPadOS 16,5, macOS Ventura 13.4.1. An app may be able to execute arbitrary code with kemel 0
privileges. Apple is aware of a report that this issue may have been actively exploited against versions of iOS released before i0S 15.7.

2023-06-23

Amemory corruption issue was addressed with improved state management. This issue is fixed in macOS Ventura 13:3, Safari 16.4, i0S 16.4 and iPadOS 16.4,
CVE-2023-32435  0S 1577 and iPadOS 15.7.7. Processing web content may lead to arbitrary code execution. Apple is aware of a report that this issue may have been actively 0
exploited against versions of i0S released before i0S 15.7.

2023-06-23

Atype confusion issue was addressed with improved checks. This issue is fixed in i0S 16,51 and iPadOS 1657, i0S 15.77 and iPadOS 15.7.7, macOS Ventura
CVE-2023-32439  13.41, Safari 16.51. Processing maliciously crafted web content may lead to arbitrary code execution. Apple is aware of a report that this issue may have been 0
actively exploited.

2023-06-23

In applyRemoteView of NotificationContentinfiaterjava, there is a possible way to hide foreground service notification due to misleading or insufficient UL. This
CVE-2023-21237  could lead to local information disclosure with no aditional execution privileges needed. User interaction is not needed for exploitation. Product 0
AndroidVersions: Android-13Android ID: A-251586912

2023-06-28
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The default configuration of the apache2 package in Debian GNU/Linux squeeze before 2.216-6+squeeze7, wheezy before 2.2.22-
‘when mod_php or mod_ivet is used, provides example scripts under the doc/ URI, which might allow local users to conduct cross-s
gain privileges, or obtain sensitive information via vectors involving localhost HTTP requests to the Apache HTTP Server.

The pre-authentication command injection vulnerability in the Zyxel NAS326 firmware versions prior to V5.21(AAZF14)C0, NAS540
to0 V5.21(AATB1)CO, and NAS542 firmware versions prior to V5.21(ABAG11)CO could allow an unauthenticated attacker to execute
(0S) commands remotely by sending a crafted HTTP request.

LibreDWG v010 to v0.12.5 was discovered to contain a heap buffer overflow via the function bit wes2nlen at bits.c.
LibreDWG v0:1 to v012.5 was discovered to contain a heap buffer overflow via the function bit_write_TF at bits.c.

An out-of-bounds read was addressed with improved input validation. This issue is fixed in watchOS 9.5, tvOS 16.5, macOS Ventura
iPad0S 15.76, Safari 16.5, i0S 16.5 and iPadOS 16.5. Processing web content may disclose sensitive information. Apple is aware of &
have been actively exploited.

Ause-after-free issue was addressed with improved memory management. This issue is fixed in watchOS 9.5, tvOS 16.5, macOS Ve
iPad0S 15.76, Safari 16.5, i0S 16.5 and iPadOS 16.5. Processing maliciously crafted web content may lead to arbitrary code executic
report that this issue may have been actively exploited.

The issue was addressed with improved bounds checks. This issue is fixed in watchOS 9.5, tvOS 16.5, macOS Ventura 13.4, i0S 15.5
Safari 16.5, i0S 165 and iPadOS 16.5. A remote attacker may be able to break out of Web Content sandbox. Apple is aware of a repc
been actively exploited.

Abuffer overflow issue was addressed with improved memory handling. This issue is fixed in watchOS 9.5, tvOS 16.5, macOS Ventu
16.5 and iPadOS 16.5. Processing web content may disclose sensitive information.

Aninteger overflow was addressed with improved input validation. This issue is fixed in watchOS 9.5.2, macOS Big Sur 1178, 108 1
macOS Monterey 12.6.7, watchOS 8.81, i0S 16.51 and iPadOS 16,5, macOS Ventura 13.4.1. An app may be able to execute arbitrary
privileges. Apple is aware of a report that this issue may have been actively exploited against versions of iOS released before i0S 15

Amemory corruption issue was addressed with improved state management. This issue is fixed in macOS Ventura 133, Safari 16.4,
i0S 15.77 and iPadOS 15.7.7. Processing web content may lead to arbitrary code execution. Apple is aware of  report that this issue
exploited against versions of i0S released before i0S 15.7.

Atype confusion issue was addressed with improved checks. This issue is fixed in i0S 16,51 and iPadOS 16,57, i0S 15.77 and iPadC
13.4.1, Safari 16.5.1. Processing maliciously crafted web content may lead to arbitrary code execution. Apple is aware of a report that
actively exploited.

In applyRemoteView of NotificationContentinflaterjava, there is a possible way to hide foreground service notification due to mislea
could lead to local information disclosure with no additional execution privileges needed. User interaction is not needed for exploitat
AndroidVersions: Android-13Android ID: A-251586912
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Description The default configuration of the apache2 package in Debian GNU/Linux squeeze
before 2.216-6+squeeze7, wheezy before 2.2.22-4, and sid before 2.2.22-4, when
mod_php or mod_rivet is used, provides example scripts under the doc/ UR, which
might allow local users to conduct cross-site scripting (XSS) attacks, gain privileges, or
obtain sensitive information via vectors involving localhost HTTP requests to the
Apache HTTP Server.
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CVEID Description Description The default configuration of the apache2 package in Debian GNU/Linux squeeze

before 2.216-6+squeeze7, wheezy before 2.2.22-4, and sid before 2.2.22-4, when
mod_php or mod_rivet is used, provides example scripts under the doc/ UR, which
might allow local users to conduct cross-site scripting (XSS) attacks, gain privileges, or
obtain sensitive information via vectors involving localhost HTTP requests to the

The default configuration of the apache2 package in Debian GNU/Linux squeeze before 2.216-6+squeeze7, wheezy before 2.2.22-
CVE-2012-0216  when mod_php or mod_rivet s used, provides example scripts under the doc/ UR, which might allow local users to conduct cross-¢
gain privileges, or obtain sensitive information via vectors involving localhost HTTP requests to the Apache HTTP Server.
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CVE-2023-36271  LibreDWG v010 to v0.12.5 was discovered to contain a heap buffer overflow via the function bit_wes2nlen at bits.c.
Created At 2012-04-22
CVE-2023-36274  LibreDWG vO.11 to v012.5 was discovered to contain a heap buffer overflow via the function bit_write_TF at bits.c.
An out-of-bounds read was addressed with improved input validation. This issue is fixed in watchOS 9.5, tvOS 16.5, macOS Ventura
CVE-2023-28204  iPadOS 15.76, Safari 165, i0S 16.5 and iPadOS 16.5. Processing web content may disclose sensitive information. Apple is aware of ¢ CVSS Score
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The issue was addressed with improved bounds checks. This issue is fixed in watchOS 9.5, tvOS 16.5, macOS Ventura 13.4, i0S 15.5
CVE-2023-32409  Safari 16.5, i0S 16.5 and iPadOS 16.5. A remote attacker may be able to break out of Web Content sandbox. Apple is aware of a repc
been actively exploited.
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