쿼리 연습
로그프레소의 꽃은 쿼리입니다. 로그프레소 쿼리는 빅데이터 검색을 전문으로 하는 도메인 특화 언어(DSL, Domain Specific Language)로, 쿼리문은 파이프라인(|)으로 데이터를 전달해 처리하는 유닉스 계열 명령어와 유사한 방식으로 작성됩니다.
로그프레소 플랫폼은 수집된 데이터를 가공하지 않은 원본 그대로 로그프레소 테이블에 저장합니다. 로그프레소 쿼리는 테이블에 저장된 데이터에서 필요한 정보를 추출하여 가공할 수 있도록 쿼리 명령과 함수를 제공합니다. 쿼리 명령과 함수의 사용법은 다음 문서와 자료를 참조하십시오.
로그프레소 쿼리 설명서: https://docs.logpresso.com/ko/query
예제용 데이터셋
GitHub 로그프레소 저장소에서 예제용 데이터셋을 제공합니다.
예제용 데이터셋: https://github.com/logpresso/dataset
데이터셋은 예고없이 변경될 수 있습니다. 샘플 데이터에 대한 문의/제안을 깃허브에 이슈로 등록해주십시오.
이 문서에서 예시로 제공하는 쿼리문은 모든 데이터가 /opt/logpresso/samples 디렉터리에 있는 것으로 가정하고 작성되었습니다. 쿼리 예시문 단락에서 클립보드로 복사 아이콘을 누른 후, 복사된 쿼리문을 쿼리 > 쿼리에 붙여넣고 실행을 누르면 실행 결과를 볼 수 있습니다.
연습 1: 로컬 파일에서 데이터 불러오기
로그프레소 서버는 외부 시스템이나 로컬 파일시스템에 있는 파일, 로그프레소 서버나 센트리의 로거에서 수집한 데이터 스트림, 로그프레소 테이블에 저장된 데이터 등을 가져와 로딩할 수 있습니다. 여기서는 데이터 원천이라 할 수 있는 외부 혹은 로컬에 저장된 파일에서 데이터를 가져오는 방법을 배웁니다.
먼저 POSIX 호환 셸에서 다음 명령을 실행해 예제를 실행할 수 있도록 환경을 준비합니다. 사용자는 /opt/logpresso/samples 디렉터리에 대해 읽기 및 쓰기 권한이 있어야 합니다.
cd /opt/logpresso/samples && \
curl -L -o wp-nginx.csv https://raw.githubusercontent.com/logpresso/dataset/main/wp-nginx.csv && \
curl -L -o wp-nginx.json https://raw.githubusercontent.com/logpresso/dataset/main/wp-nginx.json && \
curl -L -o wp-nginx.tsv https://raw.githubusercontent.com/logpresso/dataset/main/wp-nginx.tsv
CSV/TSV 파일
CSV 파일의 1행은 보통 열 이름을 정의하고 있습니다. 로그프레소는 열 이름을 필드의 이름으로 사용합니다. TSV 파일은 구분자로 탭 문자를 사용한다는 점 외에 CSV 파일과 구조가 동일합니다. CSV, TSV 형식 파일의 정보를 읽어올 때에는 csvfile 구문을 이용합니다.
다음은 로컬 경로에 있는 CSV 파일을 읽어오는 예시와 실행결과입니다.
csvfile /opt/logpresso/samples/wp-nginx.csv
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다음은 로컬 경로에 있는 TSV 파일을 읽어오는 예시와 실행결과입니다.
csvfile tab=t /opt/logpresso/samples/wp-nginx.tsv
제시된 쿼리문은 csvfile 구문의 옵션인 tab=t을 이용해 구분자가 탭 문자임을 지정해서 TSV 파일을 읽어옵니다. 이와 같이 쿼리 옵션을 이용해 실행할 쿼리 구문의 동작을 지정하거나 변경할 수 있습니다.
t는 참(true), f는 거짓(false)을 의미하는 불리언 값입니다. 불리언 값으로 쿼리 명령의 특정한 동작을 변경할 수 있으며, 불리언 옵션을 지정하지 않으면 기본값을 적용합니다.
문자열이나 정수, 실수같은 숫자값을 요구하는 옵션도 있습니다.
[image: ]
JSON 파일
JSON 형식 파일을 로그프레소 서버에 가져오려면 jsonfile 구문을 이용합니다.
다음은 로컬 경로에 있는 JSON 파일을 읽어오는 예시와 실행결과입니다.
jsonfile /opt/logpresso/samples/wp-nginx.json
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살구색 셀은 데이터가 할당되지 않았음(null)을 의미합니다.
데이터를 가공하는 쿼리는 원본에서 필요한 데이터를 읽어온 후 메모리 상에서 가공하여 보여주므로 항상 원본을 훼손하지 않고 유지합니다. 원본 데이터를 함께 보고 싶다면, 해당 명령어가 overlay=t 옵션을 지원하는지 확인해보십시오.
jsonfile overlay=t /opt/logpresso/samples/wp-nginx.json
실행 결과에서 line 필드가 새로 추가된 것을 확인할 수 있습니다. line 필드는 보통 가공되지 않은 데이터 입력을 출력하는 용도로 사용됩니다.
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연습 2: 웹에서 데이터 불러오기
wget 구문으로 웹에서 URL로 지정된 리소스에서 데이터를 추출하거나, REST API를 호출해 결과를 활용할 수 있습니다.
GitHub에서 예제 파일 가져오기
다음은 GitHub에 저장된 wp-nginx.log 파일을 가져와 로딩하는 예시와 실행결과입니다.
wget url="https://raw.githubusercontent.com/logpresso/dataset/main/wp-nginx.log"
| eval line = subarray(split(line, "\n"), 0)
| explode line
파이프(|)로 구분되는 2번 행 이하 각 쿼리 구문을 모두 #으로 주석 처리하고, 한 행씩 주석을 해제하고 실행하면서 어떤 형태로 동작하는지 확인해보십시오. # 뒤에는 반드시 공백문자가 있어야 합니다.
이렇게 가져온 로그는 line 필드에 웹 로그 한 줄이 모두 들어가 있습니다. 이렇게 가져온 로그를 구조화된 형태로 활용하려면 다른 방법이 필요합니다.
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파서를 적용해 데이터 추출하기
이제 데이터 추출할 때 파서를 적용해 데이터를 정규화고자 합니다.
파서 설정하기
먼저 가져오는 데이터 스트림에 적용할 파서를 설정합니다.
설정 > 파서에서 도구 모음에 있는 + 새 파서 만들기를 누릅니다.
파일 아래에 있는 아파치 웹 로그를 선택하고, 다음을 누릅니다.
다음 항목을 입력하고 완료를 누릅니다.
이름: apache_log
Log Format 옵션 설정: %h %l %u %t "%r" %>s %O "%{Referer}i" "%{User-Agent}i"
아파치 웹 서버와 Nginx 웹 서버는 모두 표준 형식인 Common Logfile Format에 따라 로그를 기록합니다: https://www.w3.org/Daemon/User/Config/Logging.html#common-logfile-format
쿼리문에 파서 적용하기
다음과 같은 쿼리문을 실행합니다.
wget url="https://raw.githubusercontent.com/logpresso/dataset/main/wp-nginx.log"
| eval line = subarray(split(line, "\n"), 0) | explode line
| parse apache_log  | # apache_log 파서로 line 필드를 정규화
| eval _time = date | # _time 필드에 date 필드의 값을 할당
| order _time, remote_host, request, status, referer, user_agent, sent, user | # 필드 순서 변경
| sort -_time       | # _time 필드 기준 내림차순 레코드 정렬
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데이터를 수집하는 쿼리문에 파서를 적용하면 파서로 정규화되는 필드 외에 다른 데이터는 버려집니다. 테이블에 저장된 원본, 또는 다른 데이터 스트림에서 필요한 데이터를 추출해서 가져오는 쿼리문에 적용하는 것이 바람직합니다.
log4j2-scan 다운로드 횟수 집계
API를 호출하면 JSON 형식으로 통신하는 경우가 많습니다. 다음 쿼리문은 GitHub API를 호출하고 응답을 처리해 원하는 결과를 얻는 예시와 실행결과입니다. 예시에 사용하는 데이터는 GitHub에서 배포하는 Log4j2 스캐너의 다운로드 이력입니다.
wget url="https://api.github.com/repos/logpresso/CVE-2021-44228-Scanner/releases?per_page=100"
| parsejson
| explode line | parsemap field=line
| explode assets | parsemap field=assets
| stats sum(download_count) as download_count by name
| stats sum(download_count)
웹 브라우저에서 https://api.github.com/repos/logpresso/CVE-2021-44228-Scanner/releases?per_page=100을 연결해 실제 데이터를 확인해보십시오.
2번 행 이하 각 쿼리문 행을 모두 주석 처리하고, 한행씩 주석을 해제하면서 어떤 형태로 데이터를 가공하는지 확인해보십시오.
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연습 3. 테이블에 데이터 저장하기
연습 1, 2를 통해 데이터를 가져와 확인했지만, 지금까지 가져온 데이터는 아직 로그프레소 테이블에 저장되어 있지 않습니다. 가져온 데이터를 활용하려면 로그프레소 테이블에 저장해야 합니다.
테이블에 원본 그대로 기록하기
다음 쿼리문을 실행하면 wp-nginx.log 파일에 기록된 로그를 아파치 웹 로그 형식으로 정규화하여 raw_web_log 테이블에 기록합니다. import 구문을 실행하려면 로그프레소 관리자 권한이 필요합니다.
wget url="https://raw.githubusercontent.com/logpresso/dataset/main/wp-nginx.log"
| eval line = subarray(split(line, "\n"), 0)
| explode line
| fields - _wget_code | # _wget_code 필드 제거
| import create=t raw_web_log
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위와 같은 쿼리를 통해 데이터를 수집해서 로그를 원본 형태 그대로 로그프레소 테이블에 저장할 수 있습니다. 이렇게 데이터를 저장한 테이블에 풀텍스트 검색을 위한 인덱스를 생성하거나, 정규화하여 통계 및 분석에 활용하거나, 애드혹 쿼리로 필요한 데이터를 추출하는 방식으로 활용할 수 있습니다.
정규화하여 다른 테이블에 기록하기(1)
이제 raw_web_log 테이블에 저장된 원본을 apache_log 파서로 정규화하여 다른 테이블(web_log)에 저장합니다.
table raw_web_log
| parse apache_log | # apache_log 파서로 정규화
| eval _time=date  | # date 필드의 값을 _time에 할당
| import create=t web_log
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퀴리문 실행 후 화면에 출력되는 데이터는 table raw_web_log | parse apache_log | eval _time=date을 실행한 결과입니다. import create=t web_log는 입력으로 받은 데이터를 web_log 테이블에 저장하면서 동시에 출력합니다. 다음 쿼리문을 실행하여 web_log 테이블에 저장된 결과를 별도로 확인할 수 있습니다.
table web_log
정규화하여 다른 테이블에 기록하기(2)
또 다른 방법으로 테이블에 파서를 등록하고 쿼리 실행 시점에 파서를 적용할 수 있습니다. 먼저 테이블을 생성하고 파서를 설정합니다.
사용할 테이블 생성
테이블에서 새 테이블 만들기를 누릅니다.
새 테이블 만들기에서 필요한 항목을 설정하고 생성을 누릅니다.
	속성
	값

	이름
	web_log_with_parser

	타입
	v3p

	압축 방식
	snappy

	암호화 프로파일
	선택 안 함

	데이터 배열
	row
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테이블에 파서 설정
테이블에서 파서를 추가할 테이블을 선택한 다음, 파서 설정을 누릅니다.
파서 설정 창에서 아파치 웹 로그를 선택하고 다음을 누릅니다.
완료를 누릅니다.
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테이블에 데이터 가져오기
이제 데이터를 가져올 쿼리를 단순하게 구성해도 레코드를 정규화해서 기록합니다.
table raw_web_log | import web_log_with_parser
쿼리문을 실행하고 쿼리 화면에 출력되는 데이터는 table raw_web_log의 출력입니다. web_log_with_parser 테이블에 저장된 데이터를 조회하려면 다음 쿼리문을 실행합니다.
table web_log_with_parser | eval _time=date | sort -_time
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연습 4. 데이터 검색하기
이제 테이블에 저장된 데이터에 대해 검색을 해봅니다.
특정한 시간 동안 발생한 레코드 조회
wp-nginx.log에 기록된 정보 중에서 특정한 기간 동안 발생한 로그를 조회할 수 있습니다. web_log 테이블에 저장된 데이터에 대해 특정 기간 동안 기록된 레코드를 조회해보겠습니다.
table from=2022040511 to=202204051201 web_log | sort -_time
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검색 결과 개수를 제한하여 레코드 조회
검색 결과 개수를 제한하여 레코드를 조회할 수 있습니다.
table limit=10 web_log
웹 서버 공격 시도 이력 조회
.., \x16\x03\x01과 같은 문자열은 흔히 웹 서버의 취약점을 이용한 공격에서 발견되는 문자열입니다. HTTP 요청에서 관련 문자열을 검색해서 외부의 공격 시도가 있었는지 확인합니다.
table web_log
| search request=="*..*" or request=="*\\*"
| fields date, remote_host, request
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워드프레스 서버의 admin-ajax 취약점 공격 시도 이력 조회
/wp-admin/admin-ajax.php는 워드프레스 사이트의 AJAX-API이며, 워드프레스의 플러그인 중에 취약점이 있으면 쉽게 악용당할 수 있습니다. 인가되지 않은 IP 주소에서 POST /wp-admin/admin-ajax.php HTTP/1.1와 같이 POST 메소드를 이용한 접근이 있다면 공격인지 확인해볼 필요가 있습니다.
table web_log
| search request=="*POST /wp-admin/admin-ajax.php HTTP/1.1*"
| fields date, remote_host, request
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22 wp-nginx.csv  lWed Apr 06 23:16:37 KST 2022 httpd /157.90.177.216
23 wp-nginx.csv  led Apr 06 23:16:36 KST 2022 httpd /157.90.177.216
24 wp-nginx.csv  lWed Apr 06 23:16:33 KST 2022 httpd /157.90.177.216
25 wp-nginx.csv  led Apr 06 23:16:30 KST 2022 httpd /157.90.177.216
26 wp-nginx.csv  led Apr 06 23:16:29 KST 2022 httpd https : //www. example. com/wp-cron.php?doing wp_cron=1649254589.8196530342102050781250  /2001:dbg:dead: be
-
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#1 csvfile tab=t /opt/l-+

+

csvfile tab=t /opt/logpresso/samples/wp-nginx.tsv

kY

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27

28

WogteEs M

0 _file 0 date
wp-nginx.tsv  Wed Apr
wp-nginx.tsv  Wed Apr
wp-nginx.tsv  Wed Apr
wp-nginx.tsv  Wed Apr
wp-nginx.tsv  Wed Apr
wp-nginx.tsv  Wed Apr
wp-nginx.tsv  Wed Apr
wp-nginx.tsv  Wed Apr
wp-nginx.tsv  Wed Apr
wp-nginx.tsv  Wed Apr
wp-nginx.tsv  Wed Apr
wp-nginx.tsv  Wed Apr
wp-nginx.tsv  Wed Apr
wp-nginx.tsv  Wed Apr
wp-nginx.tsv  Wed Apr
wp-nginx.tsv  Wed Apr
wp-nginx.tsv  Wed Apr
wp-nginx.tsv  Wed Apr
wp-nginx.tsv  Wed Apr
wp-nginx.tsv  Wed Apr
wp-nginx.tsv  Wed Apr
wp-nginx.tsv  Wed Apr
wp-nginx.tsv  Wed Apr
wp-nginx.tsv  Wed Apr
wp-nginx.tsv  Wed Apr
wp-nginx.tsv  Wed Apr
wp-nginx.tsv  Wed Apr
wp-nginx.tsv  Wed Apr
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06

06

06

06

06

06

06

06

06

06

06

06

06

06

06

06

06
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23:17:23

23:17:23

23:17:20

23:17:18

23:17:13

23:17:10

23:17:09

23:17:05

23:17:02

23:17:01

23:16:58

23:16:56

23:16:54

23:16:52

23:16:51

23:16:50

23:16:50

23:16:46

23:16:43

23:16:43

23:16:40

23:16:37

23:16:36

23:16:33

23:16:30

23:16:29

23:16:28

23:16:25
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AE
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KST

KST

KST

KST

KST

KST

KST

KST

KST

KST

KST

KST

KST

KST

KST

KST

KST

KST

KST

KST

KST

KST

KST

KST

KST

KST

KST
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2022

2022

2022

2022

2022

2022

2022

2022

2022

2022

2022

2022
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2022

2022

2022

2022

2022
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HE v
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Dlogin (Y logtype ([ referer

httpd

httpd https://wuw. example. com/wp-cron.php?doing wp_cron=1649254643.3386170864105224609375

httpd
httpd
httpd
httpd
httpd
httpd
httpd
httpd
httpd
httpd
httpd
httpd
httpd
httpd
httpd
httpd
httpd
httpd
httpd
httpd
httpd
httpd

httpd

httpd https://wuw. example. com/wp-cron.php?doing wp_cron=1649254589.8196530342102050781250

httpd

httpd

<<<2345678910
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([ remote_host

/157.90.177.216

/2001:db8:dead: be
/157.
/157.
/157.
/157.
/157.
/157.
/157.
/157.
/157.
/157.
/157.
/185.
/185.
/157.
/157.
/157.
/157.
/157.
/157.
/157.
/157.
/157.
/157.

/2001:db8:dead:be

90.177.

90.177.

90.177.

90.177.

90.177.

90.177.

90.177.

90.177.

90.177.

90.177.

90.177.

216

216

216

216

216

216

216

216

216

216

216

191.171.15

191.171.23

90.177.

90.177.

90.177.

90.177.

90.177.

90.177.

90.177.

90.177.

90.177.

90.177.

216

216

216

216

216

216

216

216

216

216

/157.90.177.216

/157.90.177.216
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#1jsonfile /opt/logpress---

+

Jsonfile fopt/logpresso/samples/wp-nginx.json

wastece He

. e

1 wp-ngin.json
2 wpenginx.json
3 wpenginc.json
4 wp-nginc.json
5 wprngine.json
6 wp-ngink.jsan
7 w-nginx.json
8 wp-nginc.jsan
9 wp-ngink.json
10 wpnginx.json
1 wpenginx.json
12 wpenginx.json
13 wpenginx.json
16 wpenginx.json
15 wpenginx.json
16 wpenginx.json
17 wp-ngin. json
18 wpnginx.json
19 wp-nginx.json
20 wpenginx.json
21 wpenginx.json
22 wpenginx.json
23 wpenginx.json
26 wpenginx.json
25 wpenginx.json
26 wpnginx.json
27 wpenginx.json
28 wpenginx.json
29 wpenginx.json
30 wpenginx.json
31 wpenginx.json
32 wpenginx.json
33 wpenginx.json
36 wpenginx.json
35 wpenginx.json
3 wpnginx.json
37 wpenginx.json
38 wo-nainx.ison

3| 4553371 5 1~ 200

@ time

2022-06-23
2022-06-23
2022-06-23
2022-06-23
2022-06-23
2022-06-23
2022-06-23
2022-06-23
2022-06-23
2022-06-23
2022-06-23
2022-06-23
2022-06-23
2022-06-23
2022-06-23
2022-06-23
2022-06-23
2022-06-23
2022-06-23
2022-06-23
2022-06-23
2022-06-23
2022-06-23
2022-06-23
2022-06-23
2022-06-23
2022-06-23
2022-06-23
2022-06-23
2022-06-23
2022-06-23
2022-06-23
2022-06-23
2022-06-23
2022-06-23
2022-06-23
2022-06-23
2022-06-23

d¥yg T =~

15:03:57+0900
15:03:57+0900
15:03:57+0900
5740900
57+0900
15740900
57+0900
15740900
:57+0900
57+0900
15:03:57+0900
15:03:57+0900
15:03:57+0900
15:03:57+0900
57+0900
5740900
:57+0900
57+0900
15740900
15740900
5740900
15:03:57+0900
15:03:57+0900
15:03:57+0900
15:03:57+0900
5740900
57+0900
15740900
5740900
:57+0900
15740900
5740900
15:03:57+0900
15:03:57+0900
15:03:57+0900
15:03:57+0900
15:03:57+0900
5740900

1
1
1
1
1
1
1

1
1
1
1
1
1
1

1
1
1
1
1
1
1

Dane

2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06

=200~

22:24:09+0900
22:24:08+0900
22:24:08+0900
0840900
0840900
:08+0900
0840900
10840900
:08+0900
0840900
22:24:08+0900
22:24:08+0900
22:24:07+0900
22:23:11+0900
30+0900
3040900
:26+0900
26+0900
:50+0900
:47+0900
47+0900
22:21:13+0900
22:21:04+0900
22:20:56+0900
22:20:53+0900
5340900
43+0900
14240900
4240900
14240900
14240900
4240900
22:20:42+0900
22:20:42+0900
22:20:42+0900
22:20:42+0900
22:20:42+0900
42+0900

2
2
2
2
2
2
2

2
B
2
7
2
2
2

7
2
2
2
2
2
2

Dosin

Doste
nttpd
nttpd
hetpd
nttpd
nttpd
hetpd
nttpd
nttpd
nttpd
nttpd
hetpd
nttpd
nttpd
netpd
nttpd
nttpd
nttpd
nttpd
hetpd
nttpd
nttpd
hetpd
nttpd
nttpd
nttpd
nttpd
hetpd
nttpd
nttpd
hetpd
nttpd
nttpd
nttpd
nttpd
hetpd
nttpd
nttpd
nttod

O retere
Rtps:/ /. exanple. con/up-content/plugins /powerpress/ css/ subscr ibe-widget nin. css7ver
Ntps:/ /. example. con/dds2

Rttps:/ /s exanple. con/4462

Ntps:/ /. exanple. con/4462

NTEps://waw. example. con/d462

Rttps:/ /v example. con/4462

NLtps:/ /. example. con/44s2

HEtps:/ /. example. con/d4d62

Ntps:/ /. exanple. con/4462

Ntps:/ /. example. con/d4ds2

Rttps:/ /. example. con/4462

nttps:/ /. google. con/

https://waw.example. com/wp-cron.php?doing_wp_cron=1649251447.9345180988311767578125
nttps://vaultpress. con

https://vaa. exanple. con/wp-cron. php?doing_wp_cron=1649251346.3801250457763671875000

https: //va. exanple. con/wp-Cron. php?doing_wp_cron=1649251307. 4682989120483398437500

https://vn. exanple. con/24426

hEtps://wna. exanple. con/wp-cron. php?doing_wp_cron=1649251253.2010390758514404296875
https://wm. exanple. con/4d53
https://wn. exanple. con/4ds3
https://wm. exanple. com/4453
https://wn. exanple. con/4453
https://wn. exanple. con/4ds3
https://wn. exanple. com/4d53
https://wn. exanple. con/4ds3
https://wa. exanple. con/dds3
https://wn. exanple. con/4d53
https://wn. exanple. con/4ds3
https://wm. exanple. com/4453

<<<n2345573910>>>

B® #el zZat g

9 remote host
2001:2d8:ef38:143¢:
2001:208:¢138:1434:0:0: fa: cb79
2001:2d3:€38:1434:0:0: fa: b7
2001:2d8:ef3 579
2001:208: 13 579
2001:2d8:ef38: 1cb79
2001:268: 73 579
2001:208:ef38: sco79
2001:2d8:ef38:143d:0:0: faz cb79
2001:248:¢138:143:0:0: fa: cb79
2001:2d3:¢38:1434:0:0: fa: b7
2001:2d8:ef38: 143 579

2001:db8: dead: beef : 312b:3f0d :adbe: d4f

192.0.96.224
114.119.134.123
185.191.171.42
66.249.79.153

2001:db8: dead: beef :312b:3f0d :adbe: d4f

192.0.91.177
40.77.167.36
2001:db8: dead: bee:
2604:2c0:100:74f:0:0:0:0
223.28.236.238
40.77.167.36
211.36.156.180

2001:db8: dead: beef :312b:3f0d :adbe: d4f

211.36.156.180
211.36.156.180
211.36.156.180
211.36.156.180
211.36.156.180
211.36.156.180
211.36.156.180
211.36.156.180
211.36.156.180
211.36.156.180
211.36.156.180
211.36.156.180

12b:370d: adoe: daf

Y

&, A2 Zatctere

B reauest
GET /up-content/plugins/
GET /up-content/plugins/
GET /up-content/plugins/
GET /up-includes/js/wp-e
GET /up-content/ thenes/r
GET /up-content/plugins,
GET /up-content/plugins/
GET /wp-content/plugins/
GET /up-content/thenes/r
GET /up-content/thenes/n
GET /up-content/plugins/
GET /4462 HTTP/1.1

POST /up-cron. php7doing.
POST /up-Load. phpactior
GET /events/masked?tribe
GET /tag/masked HTTP/1.1
GET /feed HTTP/1.1

POST /up-cron. php7doing.
HEAD / WTTP/1.1

GET /22098 HITP/1.1
POST /up-cron. php7doing.
GET /feed/podcast WTTP/1
GET /up-content/uploads;
GET /22296 HITP/1.1

GET /4109 HTTP/1.1

POST /up-cron. php7doing.
GET /up-content/plugins,
GET /up-content/plugins/
GET /wp-content/plugins/
GET /up-content/thenes/r
GET /up-content/plugins/
GET /up-content/plugins/
GET /up-content/thenes/r
GET /up-content/thenes/r
GET /up-content/plugins,
GET /up-content/plugins/
GET /wp-includes/js/wp-e
GET /4453 HTTP/1.1

1 ols
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#1jsonfile overlay=t /opt---

+

isontile overlay=t fopt/logpresso/samples/wp-nginxjson

I fields -

I order date, user_agent, line

oY

a1
02
03
404
a05
406
a07
a0
09
a0
an
an
a3
as
a1s
a16
Y
a8
a19
a2
an
=
a3
a2
azs
a2
a1
an
a9
a3
an
a2
an
a3
a3

ERERCISERSEY

Qe
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06

21:50:36+0900
21:50:35+0900
21:50:34+0900
21:50:25+0900
540900
11540900
11540900
:45+0900
:20+0900
:10+0900
:08:0900
240900
:5040900
040900
21:48:50+0900
21:48:37+0900

:37+0900
740900
740900

13740900
21:48:37+0900
21:48:37+0900
21:48:37+0900
:37+0900
740900

21:48:37+0900
21:48:37+0900
:37+0900
740900
740900
13740900
:37+0900

3 455337} 401 ~ 600

oY g

Quseraent

file, time, login, logtype, sent, status, user

T =i~

=200~

Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTHL, like Gecko) Chrome/81.0.4044.129 Safari/s37.36
Mozil1a/5.0 (X11; Linux x86_64) ApplenebKit/537.36 (KHTHL, like Gecko) Chrome/81.0.4044.129 Safari/537.36
Jetnon/1.0 (Jetpack Site Uptise Monitor by WordPress.con)

Moz1112/5.0 (compatible; bingbot/2.0; +http://wwsbing. con/bingbot.htm)
WordPress/5.9.3; https://wes.exanple. con
Mozi11a/5.0 (compatible; bingbot/2.0; +http://ww.bing. con/bingbot. htm)
WordPress/s.9.3; https: //ue.exanple. con
Go-http-client/1.1
(conpatible; bingbot/2.8; +http://ww.bing. con/bingbot.htm)
WinG4; x64) ApplewebKit/537.36 (KHTHL,
WinG4; X64) ApplewebKit/537.36 (KHTHL,
X64) AppleNebKit/537.36 (KHTHL,

Mozilla/s.0
Mozilla/s.0
hozillars.0
Mozilla/s.0
Mozilla/s.0
Mozilla/s.0
Mozilla/s.0
Mozilla/s.0
Hozilla/s.0
Hozilla/s.0
Hozillars.0
Mozilla/s.0
Hozilla/s.0
Mozilla/s.0
Mozilla/s.0
Mozilla/s.0
Hozilla/s.0
Mozilla/s.0
Mozilla/s.0
Mozilla/s.0
Mozilla/s.0
Mozilla/s.0
Hozilla/s.0
Mozilla/s.0
Hozillars.0
Mozilla/s.0
Fozillars.0

(indows NT
(indows NT
(Windows NT
(Macintosh;
(Macintosh;
(Macintosn;
(Macintosh;
(Macintosh;
(Macintosh;
(Macintosh;
(Macintosh;
(Macintosh;
(Macintosh;
(Macintosh;
(Macintosh;
(Macintosh;
(Macintosh;
(Macintosh;
(Macintosh;
(Macintosh;
(Macintosh;
(Macintosh;
(Macintosh;
(Macintosh;
(Macintosh;
(Macintosh;

10.0;
10.0;
10.0,
Tntel
Intel
Intel
Intel
Intel
Intel
Intel
Intel
Intel
Intel
Intel
Intel
Intel
Intel
Tntel
Intel
Intel
Intel
Intel
Intel
Intel
Tntel
Tntel

Wingd;

Wac
Mac
vac
Mac
vac
Hac
Hac
Mac
Wac
Mac
vac
Mac
Fac
Hac
vac
Mac
vac
Mac
Hac
Hac
Hac
Mac
vac

05
o5
o5
os
os
os
os
05
05
os
05
os
os
os
05
o5
05
os
os
os
os
05
o5

x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x

10.15.7)
10.15.7)
10.15.7)
10.15.7)
10.15.7)
10.15.7)
10.15.7)
10.15.7)
10.15.7)
10.15.7)
10.15.7)
10.15.7)
10.15.7)
10.15.7)
10.15.7)
10.15.7)
10.15.7)
10.15.7)
10.15.7)
10.15.7)
10.15.7)
10.15.7)
10.15.7)

AppleMebKit/605.1.15
Appleebit/605.1.15
AppleebKit/605.1.15
AppleebKit/605.1.15
AppleMebKit/605.1.15
AppleNebiit/605.1.15
AppleMebKit/605.1.15
AppleebKit/605.1.15
AppleebKit/605.1.15
Appleebit/605.1.15
AppleebKit/605.1.15
AppleNebiit/605.1.15
AppleebKit/605.1.15
AppleNebKit/605.1.15
AppleWebKit/605.1.15
Applelebit/605.1.15
AppleMebKit/605.1.15
AppleebKit/605.1.15
AppleebKit/605.1.15
AppleNebiKit/605.1.15
AppleMebKit/605.1.15
AppleMebKit/605.1.15
AppleMebKit/605.1.15

Uike Gecko) Chrome/100.0.4896.75 Safari/537.36
Uike Gecko) Chrome/100.0.4896.75 Safari/537.36
Uike Gecko) Chrome/100.0.4896.75 Safari/537.36

(o,
(i,
(e,
(e,
(e,
(o,
(o,
(i,
(oL,
(e,
(e,
(e,
(e,
(i,
(o,
(i,
(oL,
(e,
(e,
(L,
(i,
[
(oL,

lke
lke
lke
lke
lke
lke
like
Uke
like
lke
lke
lke
lke
like
lke
Uke
lke
lke
lke
lke
like
Uke
like

Gecko) Version/15.4 Safari/605.1.15
Gecko) Version/15.4 Safari/605.1.15
Gecko) Version/15.4 Safari/60.1.15
Gecko) Version/15.4 Safari/605.1.15
Gecko) Version/15.4 Safari/605.1.15
Gecko) Version/15.4 Safar1/605.1.15
Gecko) Version/15.4 Safar/605.1.15
Gecko) Version/15.4 Safari/605.1.15
Gecko) Version/15.4 Safari/605.1.15
Gecko) Version/15.4 Safari/605.1.15
Gecko) Version/15.4 Safari/60.1.15
Gecko) Version/15.4 Safari/605.1.15
Gecko) Version/15.4 Safar/605.1.15
Gecko) Version/15.4 Safari/605.1.15
Gecko) Version/15.4 Safari/605.1.15
Gecko) Version/15.4 Safari/605.1.15
Gecko) Version/15.4 Safari/605.1.15
Gecko) Version/15.4 Safari/605.1.15
Gecko) Version/15.4 Safari/605.1.15
Gecko) Version/15.4 Safar1/605.1.15
Gecko) Version/15.4 Safar/605.1.15
Gecko) Version/15.4 Safari/605.1.15
Gecko) Version/15.4 Safari/605.1.15
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& el Zetcigas

Qne
ater
ates 21:50:35+0900"  "referer
dater 21:50:3450900"  "referer
{date":"2022-04-06 21:50:2540900",referer
dater 2540900", " referer”
{dates
Caater
ater
dater
dater
dater
dater

21:50:

UL, “request’s
UL, "requests
WL, " request”:"GE

022-04-06

:10+0900", " referer”
0840900" " referer” s "https: /i, cxamp
024900", "referer":null, "request":"GE

“2022-04-06
“2022-04-06

{rdater: +https: / /i exanp
L date” ttps: / /. exanp
{date” ttps: //waw. googL

{date" 137+0900" " referer”:"https: //waw. exanp
{date” £3740900", " referer” s https: / /. exan
{"date":"2022-04-06 3740000°, " referer” s https: / /. exanp

{"date":"2022-04-06 3740000°, " referer” s https: /. exanp

{"date": £ https: / /o exanp
(date” ttps: //waw. exanp
{date” ttps: //waw. exanp
{dater +nttps: / /. exanp
{date” 137+0900" " referer”:"https: //wam. exanp
{dater 3740900", " referer” s https: //wan. exanp

{"date":"2022-04-06
{rdater
L date”
{date”

3740000°, " referer” s https: /. exanp
£https: / /oo exanp
ttps: / /. exanp

ttps: //waw. exanp

{date" 137+0900" " referer”:"https: //wam. exanp
{date” £3740900", " referer” s https: / /. cxanp
{"date":"2022-04-06 3740900", " referer”: "https: //waw. exanp
{"date":"2022-04-06 3740000", " referer”:"https: //wen. exanp

{rdate":
Cdate”

022-04-06
022-04-06

+https: / /e exanp
ttps: /e examp
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#1 weet url

ttps:/fraw. -

+

weet url="https://raw.githubusercontent com/logpresso/dataset/main/wp-nginx log"

| eval line = subarray(split(line,

 explode line

#oetec: et

* 0 weet.code
1 200
2 200
3 200
4 200
5 200
6 200
7 200
8 200
9 200
10 200
1n 200
2 200
13 200
14 200
15 200
16 200
7 200
18 200
19 200
20 200
21 200
2 200
2 200
2 200
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n’), 0)
7
Ay T ES- =100~ B #2zAxY L A2 ez
Q) line
34.140.248.32 - - [05/Apr/2022:11:47:29 +0900] “GET / HTTP/1.1" 301 162 python-requests/2.27.1"
2001:db8:dead:beef:312b:3f0d: ad0e: d4ff — ~ [05/Apr/2022:11:47:41 +0900] "POST /wp-cron.php?doing_wp_cron=1649126861.3755450248718261718750 HTTP/1.1" 200 31 "https://www. exanple. com/wp-cron.php?doing_wp_cron=1649126861.3755450248718261718750" "Wordi
154.54.249.207 ~ ~ [05/Apr/2022:11:47:41 +0900] "GET /4480 HTTP/1.1" 200 23937 "~ "Mozilla/5.0 (compatible; Barkrowler/0.9; +https://babbar.tech/crawler)"
2001:db8: dead:beef:312b:370d: adoe: d4ff — ~ [05/Apr/2022:11:47:54 +0900] “POST /wp-cron.php?doing_wp_cron=1649126874.3199560642242431640625 HTTP/1.1" 200 31 "https://ww. exanple. con/wp-cron.php?doing_wp_cron=1649126874.3199560642242431640625" "Wordi
223.28.234.42 - - [05/Apr/2022:11:47:54 +0900) "POST /wp-admin/adnin-ajax.php HTTP/1.1" 200 78 “https://www.example.con/wp-admin/edit.php?post_type=postsauthor=s" "Mozilla/5.@ (Macintosh; Intel Mac 05 X 10_15_7) AppleWebKit/605.1.15 (KHTHL, like Gt
154.54.249.207 ~ ~ [05/Apr/2022:11:47:58 +0900] "GET /5719 HTTP/1.1" 200 28976 "~ "Mozilla/5.0 (compatible; Barkrowler/0.9; +https://babbar.tech/crawler)"
2604:2dc0:100:2847:: ~ - [05/Apr/2022:11:47:59 +0900] "GET /feed/podcast HTTP/1.1" 200 2192 “-" “Go-http-client/1.1"
154.54.249.207 ~ - [05/Apr/2022:11:48:14 +0900] "GET /7302 HTTP/1.1" 200 23129 "~ "Mozilla/5.0 (compatible; Barkrowler/0.9; +https://babbar.tech/crawler)"
2001:db8: dead:beef:312b:3700: ad0e: d4ff ~ — [05/Apr/2022:11:48:30 +0900] "POST /wp-cron.php?doing_wp_cron=1649126910.7177400588989257812500 HTTP/1.1" 200 31 "https://ww. exanple. com/wp-cron.php?doing_wp_cron=1649126910.7177400588989257812500" "Wordi
154.54.249.207 ~ ~ [05/Apr/2022:11:48:30 +0900] "GET /5739 HTTP/1.1" 200 28095 - "Mozilla/5.0 (compatible; Barkrowler/0.9; +https://babbar.tech/crawler)"
154.54.249.207 ~ - [05/Apr/2022:11:48:47 +0900] "GET /3926 HTTP/1.1" 200 28170 "~ "Mozilla/5.0 (compatible; Barkrowler/0.9; +https://babbar.tech/crawler)"
154.54.249.207 — - [05/Apr/2022:11:49:03 +0900] "GET /7384 HTTP/1.1" 200 23729 "~ "Mozilla/5.0 (compatible; Barkrowler/0.9; +https://babbar.tech/crawler)"
2604:2dc0:100:24caz: ~ - [05/Apr/2022:11:49:20 +0900] "GET /feed/podcast HTTP/1.1" 200 2192 “-" “Go-http-client/1.1"
154.54.249.207 ~ - [05/Apr/2022:11:49:20 +0900] "GET /8119 HTTP/1.1" 200 23555 "~ "Mozilla/5.0 (compatible; Barkrowler/0.9; +https://babbar.tech/crawler)"

2001:db8: dead: beef :312b:

fod:

de:ddff - - (05/Apr/2022:11:49:35 +0900] "POST /wp-cron.php?doing_wp_cror

649126975, 2232170104980468750000 HTTP/1.1" 200 31 “https://ww. exanple. con/wp-cron.php?doing_wp_cron=1649126975.2232170104980468750000" “Wordi

66.249.79.151 ~ ~ [05/Apr/2022:11:49:35 +0900] "GET /feed HTTP/1.1" 200 14244 "-" "Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html;
154.54.249.207 ~ - [05/Apr/2022:11:49:36 +0900] "GET /7339 HTTP/1.1" 200 24814 "~ "Mozilla/5.0 (compatible; Barkrowler/0.9; +https://babbar.tech/crawler)"
154.54.249.207 ~ - [05/Apr/2022:11:49:52 +0900] "GET /5521 HTTP/1.1" 200 24316 "~ "Mozilla/5.0 (compatible; Barkrowler/0.9; +https://babbar.tech/crawler)"
223.28.234.42 - - [05/Apr/2022:11:49:54 +0900] "POST /wp-adnin/adnin-ajax.php HTTP/1.1" 200 78 "https://wa.example.con/wp-admin/edit.php?post_type=postSauthor=5" "Mozilla/5.@ (Macintosh; Intel Mac 05 X 10_15_7) AppleWebKit/605.1.15 (KHTHL, like Gt

66.249.79.153 — ~ [05/Apr/2022:11:50:08 +0900] "GET /20660 HTTP/1.1" 200 24766 “-" "Mozilla/5.0 (Linux; Android 6.0.1; Nexus 5X Build/MMB29P) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.84 Mobile Safari/537.36 (compatible; Googlebot/2.
154.54.249.207 ~ - [05/Apr/2022:11:50:09 +0900] "GET /3989 HTTP/1.1" 200 26449 "~ "Mozilla/5.0 (compatible; Barkrowler/0.9; +https://babbar.tech/crawler)"
2001:db8:dead:beef:312b:3f0d: ad0e: d4ff — ~ [05/Apr/2022:11:50:25 +0900] "POST /wp-cron.php?doing_wp_cron=1649127025.6085109716693359375000 HTTP/1.1" 200 31 "https://www. exanple. com/wp-cron.php?doing_wp_cron=1649127625.6085109718693359375000" "Wordi
154.54.249.207 ~ ~ [05/Apr/2022:11:50:25 +0900] "GET /7149 HTTP/1.1" 200 28671 "~ "Mozilla/5.0 (compatible; Barkrowler/0.9; +https://babbar.tech/crawler)"

207.46.13.160 ~ - [05/Apr/2022:11:50:31 +6900] "GET /tag/2masked HTTP/1.1" 200 19186 "-" "Mozilla/5.0 (compatible; bingbot/2.0; +http://ww.bing.com/bingbot.htm)"

<<<n23455739|0>>> 1 oS




image6.png
@ weet url="https://raw.githubusercontent com/logpresso/dataset/main/wp-nginx log"
| eval line = subarray(split(line, "\n’), 0) | explode line
| parse apache_log | # apache_log THAI2 line EEE &st

i | eval _time = date | # _time HE0] date BES| 242 BE
| order time, remote_host, request, status, referer, user_agent, sent, user | # 2= &4 12
Q < | sort -_time | # _time HE 7|& Uzlxte 23S HY
2l %
s{aElec R Mg Mgsg THE- =100~ B #elznxg L, #elZHoeRs
=
# @ time () remote host 0 request Dstatus ) referer
(g)“ 1 2022-04-07 00:23:10+0900  /17.58.56.5 GET /feed/podcast HTTP/1.1 200
2 2022-04-07 00:23:09+0900  /17.58.56.5 HEAD /feed/podcast HTTP/1.1 200
3 2022-04-07 00:23:09+0900 /17.58.56.5 HEAD /feed/podcast HTTP/1.1 200
4 2022-04-07 00:22:55+0900 /2001:db8:dead:beef:312b:3f0d:ad@e:d4ff POST /wp-cron.php?doing_wp_cron=1649258575.7829060554504394531250 HTTP/1.1 200 https://www.example.com/wp-cron.php?doing_wp_cron=164925857¢
5 2022-04-07 00:22:55+0900 | /66.249.79.179 GET /feed HTTP/1.1 304
® 6 2022-04-07 00:22:28+0900  /40.77.167.36 GET /4107 HTTP/1.1 200
7 2022-04-07 00:22:27+0900  /2001:db8: dea 1312b:3f0d:ad@e:ddff = POST /wp-cron.php?doing_wp_cron=1649258547.9104840755462646484375 HTTP/1.1 200 https://www.example.com/wp-cron.php?doing_wp_cron=164925854;
qp 8 2022-04-07 00:22:05+0900  /3.216.185.164 GET /feed/podcast HTTP/1.1 200
,Qu‘ 9 2022-04-07 00:22:05+0900 /192.0.102.229 POST /wp-load. php?act ion=db%3Awpdb&doing_wp_cron=&vaultpress=trueSvector=1649258525.34596wp-admin= HTTP/1.1 200 https://vaultpress.com
) 10 2022-04-07 00:21:58+0900  /40.77.167.36 GET /2333 HTTP/1.1 200
{é} 1 2022-04-07 00:21:43+0900  /2001:db8:dead:beef:312b:3f0d:ad@e:d4ff = POST /wp-cron.php?doing_wp_cron=1649258503.1143610477447509765625 HTTP/1.1 200 https://www.example.com/wp-cron.php?doing_wp_cron=164925850:
- 12 2022-84-07 00:21:43+0900 /185.191.171.24 GET /tag/masked HTTP/1.1 200
13 2022-04-07 00:21:37+0900  /207.46.13.10 GET /23131 HTTP/1.1 200
14 2022-04-07 00:21:36+0900 /2001:db8:dead:beef:312b:3f0d:ad0e:d4ff  POST /wp-cron.php?doing_wp_cron=1649258496.8448638916015625000000 HTTP/1.1 200 https://www.example.com/wp-cron.php?doing_wp_cron=164925849¢
15 2022-04-07 00:21:28+0900  /1.233.50.217 GET /up-content/uploads/masked HTTP/1.1 206 https://wm. exanple. con/22010
16 2022-84-07 00:20:17+0900 /2001:db8:dead:beef:312b:3f0d:ad0e:ddff POST /wp-cron.php?doing_wp_cron=1649258417.5862810611724853515625 HTTP/1.1 200 https://www.example. con/wp-cron. php?doing_wp_cron=1649258417
17 2022-04-07 00:20:17+0900  /192.0.91.177 HEAD / HTTP/1.1 200
18 2022-04-07 00:19:15+0900  /211.205.126.180 GET /4462 HTTP/1.1 200 https: //wa.google. con/
Q‘ 19 2022-04-07 00:18:40+0900  /223.33.164.17 GET /wp-includes/js/wp-emoji-release.min. js?ver=5.9.3 HTTP/1.1 200 https://www.example. con/tag/masked
= 20 2022-04-07 00:18:40+0900 /223.33.164.17 GET /wp-content/plugins/powerpress/css/subscribe-widget.min.css?ver=9.0 HTTP/1.1 304 https://www.example. con/tag/masked
21 2022-04-07 00:18:40+0900  /223.33.164.17 GET /wp-content/plugins/neve-pro-addon/includes/modules/blog_pro/assets/style-legacy.min.css?ver=2.2.1 HTTP/1.1 200 https://www.example.com/tag/masked
53
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#1 wget url="https://api.g-* +

wget url="https://api.github.com/repos/logpresso/CVE-2021-44228-Scanner/releases?per_page=100"
| parsejson

| explode line | parsemap field=line
| explode assets | parsemap field=assets

| stats sum(download_count) as download_count by name

| stats sum(download_count)
< Va
2|
uy NEREEISET ¥y T A~ =200+ WE AWAT L, el Zooiees
# () sum(download_count)
= 1 631174
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@ >

#1 wget url

“https://raw. +

@ wget url="https://raw. githubusercontent.com/logpresso/dataset/main/wp-nginxlog”
eval line = subarray(split(ine, "\n"), 0)

| explode line

Ifields - _wget_code | # wget_code HE H

| import create=t raw_web_log

Q < y

22l ELl wostecs de 4y T =S~ 100 ~ Hel 2y 3, A2 FRoeRe
©
< ¥ Qiine
e 1 34.140.248.32 - - (05/Apr/2022:11:47:29 +0900] "GET / HTTP/1.1" 301 162 "~ "python-requests/2.27.1"
o 2 2001:db8:dead:beef:312b:30d:ad0e:d4ff ~ ~ [05/Apr/2022:11:47:41 +0900] "POST /wp-cron.php?doing_wp_cron=1649126861.3755450248718261718750 HTTP/1.1" 200 31 "https://ww. example. con/wp-cron. php?doing_wp_cron=1649126861.3755450248716261718750" "WordPress/5.9.2; htt|
i 3 154.54.249.207 - - [85/Apr/2022:11:47:41 +0908] "GET /4480 HTTP/1.1" 200 23937 "-" "Mozilla/5.0 (compatible; Barkrowler/0.9; +https://babbar.tech/crawler)"
4 2001:d08:dead:beef:312b: 370d: ad0e:d4ff ~ — (95/Apr/2022:11:47:54 +0900] "POST /up-cron. php?doing_wp_cron=1649126874,3199560642242431640625 HTTP/1.1" 200 31 "https: //vaaw. example. con/wp-cron. php?doing_wp_cron=1649126874. 3199560642242431640625" "WordPress/5.9.2; htt)
(] 5 223.28.234.42 - - [05/Apr/2022:11:47:54 +0908] "POST /wp-admin/adnin-ajax.php HTTP/1.1" 208 78 "https://wai.exanple.con/wp-adnin/edit.php?post_type=postsauthor=5" "Mozilla/5.0 (Macintosh; Intel Mac 05 X 10_15_7) AppleWebKit/605.1.15 (KHTHL, like Gecko) Version/15
6 154.54.249.207 - - (05/Apr/2022:11:47:58 +0900] "GET /5719 HTTP/1.1" 200 28976 "-" "Mozilla/5.0 (compatible; Barkrowler/0.9; +https://babbar. tech/crawler)"
B 7 2604:2dc0:100:2847:: - - [05/Apr/2022:11:47:59 +0900] "GET /feed/podcast HTTP/L.1" 200 2192 "~" "Go-http-client/1.1"
8 154.54.249.207 - - [05/Apr/2022:11:48:14 +0900] "GET /7302 HTTP/1.1" 200 23129 "-" "Mozilla/5.0 (compatible; Barkrowler/0.9; +https://babbar. tech/crawler)"
L 9 2001:db8:dead:beef:312b:3f0d:ad0e:ddf ~ ~ (05/Apr/2022:11:48:30 +0900] "POST /wp-cron.php?doing_wp_cron=1649126910.7177400588989257612500 HTTP/1.1" 200 31 "https://wny. example. con/wp-cron. php?doing_wp_cron=1649126910.7177400588989257812500" "WordPress/5.9.2; htt|
o 10 150.54.249.207 - - [05/Apr/2022:11:48:30 +0908] "GET /5739 HTTP/1.1" 200 28095 "-" “Mozilla/5.0 (compatible; Barkrowler/0.9; +https://babbar.tech/crawler)"
11 154.54.249.207 - - [05/Apr/2022:11:48:47 +0900] "GET /3026 HTTP/1.1" 200 28170 "" "Mozilla/5.0 (compatible; Barkrowler/0.9; +https://babbar.tech/crawler)”

12 154.54.249.207 - - [05/Apr/2022:11:49:03 +0900] "GET /7384 HTTP/1.1" 200 23729 "-* "Mozilla/5.@ (compatible; Barkrowler/@.9; +https://babbar.tech/crawler)"
13 2604:2dc0:100:24ca:: - - [05/Apr/2022:11:49:20 +0908] "GET /feed/podcast HTTP/1.1" 200 2192 "-" "Go-http-client/1.1"
14 154.54.249.207 - - [@5/Apr/2022:11:49:20 +0900] "GET /8119 HTTP/1.1" 20@ 23555 "-" "Mozilla/5.@ (compatible; Barkrowler/@.9; +https://babbar.tech/crawler)"
15 2001:db8:dead:beef:312b:3f0d: adde:d4ff ~ ~ [05/Apr/2022:11:49:35 +0900] "POST /wp-cron.php?doing_wp_cron=1649126975.2232170104980468750000 HTTP/1.1" 200 31 "https://www.example.com/wp-cron.php?doing_wp_cron=1649126975.2232170104980468750000" "WordPress/5.9.2; htt|
16 66.249.79.151 - - [05/Apr/2022:11:49:35 +0900] "GET /feed HTTP/1.1" 200 14244 "-" "Mozilla/5.@ (compatible; Googlebot/2.1; +http://www.google.com/bot.html)"
17 154.54.249.207 - - [05/Apr/2022:11:49:36 +0900] “GET /7339 HTTP/1.1" 200 24814 "-" "Mozilla/5.0 (compatible; Barkrowler/@.9; +https://babbar.tech/crawler)"
18 154.54.249.207 - - [05/Apr/2022:11:49:52 +0900] "GET /5521 HTTP/1.1" 200 24316 "-" "Mozilla/5.0 (compatible; Barkrowler/@.9; +https://babbar.tech/crawler)"
19 223.28.234.42 - - [05/Apr/2022:11:49:54 +0900] "POST /wp-admin/admin-ajax.php HTTP/1.1" 200 78 "https://www.example.con/wp-admin/edit.php?post_type=postsauthor=5" "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15
20 66.249.79.153 - - [05/Apr/2022:11:50:08 +0900] "GET /20660 HTTP/1.1" 200 24766 "-" “Mozilla/5.@ (Linux; Android 6.0.1; Nexus 5X Build/MMB29P) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.84 Mobile Safari/537.36 (compatible; Googlebot/2.1; +http://www.g
ﬁ] 21 154.54.249.207 - - [05/Apr/2022:11:50:09 +0900) “GET /3989 HTTP/1.1" 200 26449 "-" "Mozilla/5.0 (compatible; Barkrowler/@.9; +https://babbar.tech/crawler)"
22 2001:db8:dead:beef:312b:3f0d: adde:d4ff ~ ~ [05/Apr/2022:11:50:25 +0900] "POST /wp-cron.php?doing_wp_cron=1649127025.6085109710693359375000 HTTP/1.1" 200 31 "https://www.example.com/wp-cron.php?doing_wp_cron=1649127025.6085109710693359375000" "WordPress/5.9.2; htt|
51 15454240507 - - [0/80r/2M2:11:50:75 400A1 "GFT /7140 KTTP/1.1% 20 JAT1 "% "Mri11/5.0 (romnatikle: Rarkrauler/0.Q: shttne://habhar. tarh/crauor)”
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nttpd
httpd
httpd
httpd
httpd
httpd
nttpd
httpd
nttpd
httpd
httpd
httpd
httpd
httpd
nttpd
httpd
nttpd
httpd
httpd

hrtnd

D referer

https: / /s, example. con/wp-Cron. php?doing_wp_Cron=1649258575. 7829060554504394531250

Dttps: //wena. example. con/up-Cron. php?doing_wp_Cron=1649258547.9104840755462646484375

https://vaultpress. con

https://sand. example. con/up-cron. php?doing_wp_cron=1649258503. 1143610477447509765625

https: //send. example. con/up-cron. php?doing_wp_cron=1649258495. 8448638916015625000000

https: /e, example. con/22010

Nttps://wen.exomple. con/wp-cron. php7doing_wp_cron=1649258417. 5862810611724853515625
https: //sass.google. con/

Nttps: /s example. con/tag/masked

nttps: //uase.example. con/ tag/masked

https://aas. example. con/ tag/masked

https: //unse.exomple. con/ tog masked

https:

/e exanple. con/ tag/masked

h¥tns: £ funna. oxamnle. cam/tan macked

« <@2345678090 > »

3 remotehost
117.58.56.5
/17.58.56.5
117.58.56.5
766.249.79.179

/2001 0b8: dead: beef : 312b:310d:
/40.77.167.36
/2001 0bB: dead:beef: 312b:310d:

7152.0.102.229
/3.216.185.164
/40.77.167.36
/18519117124

/2001 6b8: dead:beef:312b:3f0d:
/207.46.13.10
/2081 6b8: dead:beef':312b:310d:

1.233.50.217
/192.0.91.177

/2001 4b8: dead:beet :312b:310d:
/211.205.126.180
/223.33.164.17
/223.33.168.17
7223.33.168.17
/223.33.164.17
/223.33.168.17

s

adoe

adoe

adoe

adoe

adoe

raatf

ot

:gatt

1aate

:atf

2| 2t X

“

PEEEEEEES

0 request

GET /feed/podcast HTTP/1.1

HEAD /feed/podcast HTTP/1.1

HERD /feed/podcast HTTP/1.1

GET /feed HITP/1.1

POST /up-cron.php?doing_wp_cron=
GET /4107 HITP/1.1

POST /up-—cron. php2doing_p_cron=1
POST /up-L0ad. php7act ion=dbr3Apc
GET /feed/podcast WTTP/1.1

GET /2333 HTTR/1.1

GET /tag/masked HTTP/1.1

POST /up-cron.php?doing_wp_cror
GET /23131 HTTP/1.1

POST /wp-cron.php?doing_wp_cron=
GET /wp-content/uploads/masked H
HERD / WTTP/1.1

POST /up-cron.php?doing_wp_cror

GET /462 HTTP/1.1
GET /up-content /plugins/powerpres
GET /up-content)/thenes/neve/asset
GET /wp-content/plugins/neve-pro-
GET /up-content/plugins/neve-pro-
GET /up-content/plugins/neve-pro-

GET /un-cantent /themac /nove /as<ot

100 O
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#1 table raw_web_log | p--

table web _log with_parser | eval time=date | sort -_time

wzece ne sgny T us
v Qe | Qe @.tme
) 1| eb_tog_wtth_parser | 2622-04-07 00:
2 5| veb_tog_with_parser | z0z2-04-07 s
s 2 e tog_ith_parser | 2022-04-87 00:
. 5 web_tog_with_parser | 2022-04-07 0
s 4 veb_tog_uith_parser | 2022-04-07 00:
. 6 web_tog_with_parser  2022-04-07 00
7 7| veb_Log_ith_parser | 2022-04-87 o0:
s o e sl
N 5 e tog_ith_parser | 2022-04-87 00:
10| 10 web_top vith prser | 2022-84-07 00¢
1| 12 webtop vith porser | 2022-04-07 00:
12| 11| veb top vith parser | 2022-04-07 o0
13| 13| veb_tog with_parser | 2022-04-87 00
1 10 e togwith_parser | 2022-04-07 0
15|15 webtop vith porser | 2022-84-07 00¢
16| 1 veb_too vith parser | 2022-04-07 00
7| 16 veb_tog vith parser | 2022-04-07 00
18 | 18 veb_tog with_parser | 2022-04-87 0
19| 28 veb_togwith_parser | 2022-04-87 0
20| 27 b toguith parser | 2622-04-07 00:
B 26 eb_togith parser | 2622-04-07 00:
2| 25| eb_tonwith parser | 2u22-04-07 00:
3| 2| eb_togwith parser | 2622-04-07 00:
2 | 25 | eb_togwith parser | 2022-0s-07 ab:
35| 22 eb_toguith parser | 2622-04-07 00
3| 21 eb_toguith parser | 2622-04-07 00:
2| 20 eb_togwith parser | 2622-04-07 00:

i3 3589574 5 1~ 100

#2 table web_log_with_p-

+

- =100

23:1040900
23:09+0900
23:0940900
22:5540900
22:5540900
22:2840900
22:2740900
22:0540900
22:0540900
21:5840900
2124340900
21:4340900
21:37+0900
21:3640900
21:2840900
20:1749900
20:1740900
19:1540900
18:40+0900
18:40+0900
16:40+9900
16:4040900
16:4040900
18:4040900
18:40+0900
18:40+0900

18:40+0900

@de
2022-04-07
2022-04-07
2022-04-07
2022-04-07
2022-04-07
2022-04-07
2022-04-07
2022-04-07
2022-04-07
2022-0-07
2022-04-07
2022-04-07
2022-04-07
2022-04-07
2022-00-07
2022-04-07
2022-04-07
2022-04-07
2022-04-07
2022-04-07
2022-0-07
2022-04-07
2022-04-07
2022-04-07
2022-04-07
2022-0-07
2022-04-07

00:23:10+0900

10940900
0940900

5540900
00:22:55+0900
00:22:28+0900
00:22:27+0900
0540900
0540900

:58+0900
00:21:43+0900
o

14340900
o

3740900
00:21:36+0900
00:

1280900
00:20:17+0900
00:20:17+0900
15+0900
40+0900
4040900
00:18:40+0900
00:18:40+0900
00:18:40+0900
o
o0:

4040900

:40+0900
00:18:40+0900
00:18:40+0900

@ togin

O ostyve
nttpd
hetpd
nttpd
nttpd
nttpd
nttpd
nttpd
hetpd
nttpd
nttpd
nttpd
nttpd
hetpd
nttpd
nttpd
nttpd
nttpd
hetpd
hetpd
nttpd
nttpd
nttpd
nttpd
hetpd
nttpd
nttpd

nttpd

« <f@riessise0 s »

@ referer

Ivaultpress. con

https://wnaw. exanple. con/wp-cron. php?doing_wp_cron=

https: //wwau. exanple. con/wp-cron. php?doing_wp_cror

https:.

v exanple. con/ 22010

https://wnau. exanple. con/wp-cron. php?doing_wp_cron=

v google. con/

v exanple. con/ tag/masked

/. example. con/ tag masked
Retps: //n example. con/ tag/masked
/hase, exarmple. con/tag/masked
e exarple. con/tag/masked

v exanple. con/ tag/masked

+/ /v exarple. con/ tag/masked
https://wad. example. con/ tag/masked

https:.

. exanple. con/ tag/masked

/v exanpLe. con/wp-cron. php?doing_wp_cror

+/ /v example. con/wp-cron. php?doing_wp_cror

1649258575 7829060554504394531250

649258547, 9104840755462646484375

649258503, 1143610477447509765625

1649258496 8448638916015625000000

649258417 . 5662810611724853515625

2l 2t kg

(2 remote_host
/17.58.56.5
/17.58.56.5
/17.58.56.5

/2001 db
/66.249.79.179

/40.77.167.36

/3.216.185..164
7152.0.102.229

/40.77.167.36

/200181 dead: beef : 312b: 30d: adbe:da ¢
/185.191.171.24

/207.46.13.10

/2001 bB: dead: beef:312b:3f0d: adbe:daff
/1.233.50.217

/200181 dead: beef :312b:3¢0d: adbe:daff
/192.0.91.177

/211.205.126.180

/223.33.164.17

/223.33.160.17

/223.33.160.17

/223.33.160.17

/223.33.160.17

/223.33.164.17

/223.33.164.17

/223.33.160.17

/223.33.160.17

7

& 2l Fe cigze
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#1 table from=2022040:

table from=2022040511 t

HIetReR FMgh

10
n
2
3
14
15
16
7
1
19
2
2
2
S
2
2
2
2
=
2

0.
12637
12638
12639
12641
12640
12648
12643
12642
12645
12646
12648
12647
12649
12650
12651
12652
12658
12653
12655
12656
12657
12658
12659
12660
12661
12662
12684
12683
12682

© table
web_log
web_log
web_log
web_log
web_log
web_log
web_log
web_log
web_log
web_log
web_log
web_log
web_log
web_log
web_log
web_log
web_log
web_log
web_log
web_log
web_log
web_log
web_log
web_log
web_log
web_log
web_log
web_log

web_log

316871 5 1~ 100

+

02204051201 web log | sort - time

ygsy T 28

© tme
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05

2022-04-05

12:00:52+0900

140900

240900
12:00:32+0900
12:00:28+0900

540900

0140900
11:59:54+0900
n
1155

1
11:59:

340900
11:59:3240900
1155
115

1115
11

:17+0980
11:59:12+0900

1
11:5¢
11:5¢

115581
11:58:53+0900
240900
220900
155

240900

@ date
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05
2022-04-05

2022-04-05

100 ~

12:
12:
12:
126

12

12:
12:
12:
120
12:
1
1
1
1
1
1
n:
1
1
1
11
1:
1
1
1
1n:
1
1:
1

00:52+0900
00:5140900
00:34+0900
00:3240900
00:3240900
00:28+0900
00:28+0900
00:28+0900
00:1840900
00:0140900
59:5440900
59:54+0900
59:45+0900
59:3450900
59:3300900
59:3240900
59:28+0900
59:28+0900
59:27+0900
59:1740900
59:1240900
58:59+0900
58:56+0900
58:55+0900
58:5440900
58:5340900
58:5240900
58:5240900

58:52:0900

@ osin

@ lostype
httpd
httpd
httpd
httpd
httpd
httpd
httpd
httpd
httpd
httpd
httpd
httpd
httpd
httpd
httpd
httpd
httpd
httpd
httpd
httpd
httpd
httpd
httpd
httpd
httpd
httpd
httpd
httpd
httpd

O referer

Nttps: //vaaw. exanple. con/wp-cron. php?doing_wp_cron=1649127632. 1661550998687744140625

https: //vaaw. exanple. con/category /canpaign/masked

https: //vaaw. exanple. con/wp-adnin/edit . php?post_type=postsauthor=s

https: //van. exanple. con/20762

Nttps: //uaaw. exanplLe. com/wp-cron. php7doing_wp_cron=1649127568. 4930469989776611328125

https: //waa.google. con/

https: //van. exanple. con/20762

Nttps: //vaew. exanple. con/20762
https: //van. exanple. con/20762
https: //van. exanple. con/20762

https: //van. exanple. con/20762

« <@z > »

2 g Al

69 remote_host

/207.46.13.160
/154.54.249.207
/154.54.249.207
/2001 4b8: dead: bee:312b: 3f0d: adoe: daf
211.51.159.209
N17.58.59.5
N17.58.59.5
N7.58.59.5
/154.54.249.207
/150.54.249.207
1223.28.234.42
/124.49.45.242
/154.54.249.207
766.249.79.149
/2a03:2880:137f:7:0

: face:booc
/211.249.46.77

/2001 4b8: dead:bee £ 312b: 3f0d: adve: daf 1
/154.54.249.207

/125.209.235.185
/2604:2dc0:100:2¢50:0:0:0:

/150.54.249.207
/114.208.212.165
/124.49.45.242
/154.54.249.207
766.249.79.153
1120.49.46.242
1124.49.46.242
/124.49.45.242
1124.49.45.242

4

Zaeec

Dreqvest
GeT /21
GET /6160 1
GET /5801 1
POST /up-crt
GET 24288 1
HERD /feed|
HERD /feed|
GET /fecd/pi
GET /5510 1
GET /7563
POST /wp-adt
GET /wp-con
GET /5092 W
GET /feed i
GET /16758 1
GeT /2299 1
POST /wp-crt
GET /6744 1
GET /robots
GET /feed/pn
GET /8531
GET /asar
GET /favicor
GET /5732 W
GET /catego
GET /up-con
GET /wp-con
GET /wp-con

GET /up-con

3¢ | olF




image14.png
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©
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#1 table web_log | search

+

table web log | search request=="".""

R—

m
n
2
3
14
15

@date
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-06
2022-04-05
2022-04-05
2022-04-05
2022-04-05

2022-04-05

HHISH B 115

01:10:52+0900
02:05:18+0900
04:34:47+0900
05:25:52+0900
05:25:56+0900
08:41:37+0900
14:16:34+0900
19:04:55+0900
20:25:53+0900
21:04:55+0900
13:50:26+0900
14:08:59+0900
22:25:3410900
22:50:00+0900

22:59:49+0900

dYuy T ES-

0 remote host

745.134.144. 140
/34.148.120.101
347716222
/89.248.165..48
789.248.165.48
/209.216.92.211
/51.132.6.193
/109.237.103.38
/66.240.205.34
212.71.232.120
/172.105.89.161
/172.105.89.161
/87.251.67.97
/61.219.11.152
/34.88.71.52

| fields date, remote_host, request

7

100 ~ e A NY Y, Hel ZooeRs

O request

GET ///renote/fqt_\ang7\ang=/. ./ ./-/../1///////dev] HTTP/1.1

\XLB\KO3\ KT\ XD\ XOT\XE\KBDT\XE\ KO3 KO h \ATO\KCOMXC, \XID2 A\ KCEXBT\XEBSAXFI\XFB\KACS\XOFa\XAAI\AR\KAZGS\KOF \xAT \XOFEK, \XEA\KAI\KIFAXFT\XBI\KFI\KIF WIS\ XO\KATAXO3) \KAEVKB
\XLB\KO3XDTAXBO\XCAVKOT\XDO\XDO\XCEA KO3\ X3\ XDE\XOEX\ KB\ KBBAKETLAKASAXF62  \XFO\KBEH\XDRWA KB\ 21, \XCONKAS™\XO5\XB7 X\ XBA\XBI\ OB XD HCCVLA\XCC\KTIHCD/ A KCD P XCRONXCO, \XCO\XI\KCONKOTXCE \CBAKCEKI3AXCO\KBONK!
\XB3\KO0 KO0\ XI3\XOEVKEDN 00\ XDO\XBOVKOON K00\ XD \XBOVKOBA KO0\ XD2\XBONKOON K00

\XEI\KOOAXO0\XI3\XBEVKEON KO0\ XDO\XBOV KOO KO0\ XD\ XBO\KOBA KO0\ XD2\XBO\KOON K00

s\ 00

\XBAAKOT\XD0P- <00

\XIB\KO3\ KT\ XDLC\ KT\ X\ BT P\ B\ K03 | \KBC\K LG A\ XATH\AS\XEF\XBC\KDS\ XL CH\KEF\XBTIAKED P\ KOF~g5#\XCBAXEE\XBB\XCISS\KET | Q\KELE\X1605" \KESe\XB7B\XIB\XOD\KBFY\XDO\EB \XB3\XET\KEEVKBTR\KO4\KBO\XCOae \KBBQ\XOF\KOOV\XLNK!
145, U1 | [SGFIS2VkX0Q00 M} 131 | [WIN-DNAPTEROBSO [ INapier|*|*119-02-01] ||| [Win 7 Professional SPL x64|"|* ol | 10.7d]"|' L. " |* [AR=="|' |112.inf || |SGF{S2VKDQoxOTIuHTYAL kyL§ yjoINTUYDOREZINFdGONDUPHG Lo
IS\KO3 O3\ X0\ KT K00

SXCDVKCIVAXBCEAX1202/\NBT\XCOVKIBC\AER

9\XCD\XCHVAXBCEAI202/AXBTAXCOVIBC\ER

\XE\KOONXD, %\ XEO\KOOKOE\XDO\XBONKOOCaok it mstshash=Adninistr

\XOI\XB2\XD3\XD4\XD0\XD0\XDE\ KOO\ KOO OO\ XOBA KOO\ KOO\ XBO\XBO\XDO\XDO\XDO\XDO\XDO\XDO\XDO\XOE\XOE\ KOO\ OO KOO KOO\ XBO\XBO\ XBO\XDO\XDO\XDO\XDO\XDO\XDO\ X0\ XE\ KOO KOO KOO KOO KBON KO\ XBO\XEO\XBO\XDO\XDO\XDO\XDO\XDO\ KOO\ K0!
\XLG\KO3\XOT\ XD\ XOT\XEO\KODT\XE3\ KO3 { XD\ KB2AXD3PAKAZ\X93\ KO \KEFAXL6\XB23P\XEESEAXFT\X99\XBOBNKAO\XEC \XADRAXAB\XE\XBB\KDBLYAXS2 \XDIS\KCCOC\XFC\XTOVKOEK13-\KAGAXBE\XIA\KEB\AESN X936 \XDEVKOBS\XBOVKDFAXEAC




image15.png
@> #zl

#1 table web_log | search---

ENT-4.0.2205.0

table web_log | search request=:

Als EEURERSISERSL ]

# (@ date

1 2022-04-06
2 2022-04-06
3 2022-04-06
4 2022-04-06
5 2022-04-06
6 2022-04-06
7 2022-04-06
8 2022-04-06
9 2022-04-06
10 2022-04-06
11 2022-04-06
12 2022-04-06
13 2022-04-06
14 2022-04-06
15 2022-04-06
16 2022-04-06
17 2022-04-06
18 2022-04-06
19 2022-04-06
20 2022-04-06
21 2022-04-06
22 2022-04-06
23 2022-04-06
24 2022-04-06
25 2022-04-06

26 2022-04-06

T 16474 1~100

13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:

37:
37:
38:
39:
39:
39:
39:
40:
40:
40:
40:
40:
40:
40:
41:
41:
41:
41:
41:
42:
42:2
42:
42:
43:
43:
43:

4_

A g

27+0900
51+0900
12+0900
11+0900
22+0900
44+0900
59+0900
15+0900
24+0900
29+0900
44+0900
48+0900
48+0900
59+0900
00+0900
14+0900
29+0900
49+0900
59+0900
16+0900
9+0900
44+0900
59+0900
14+0900
29+0900

44+0900

(E) remote_host

/61.72.77.3
/61.72.77.3
/61.72.77.3
/61.72.77.3
/61.72.77.3
/61.72.77.3
/61.72.77.3
/61.72.77.3
/61.72.77.3
/61.72.77.3
/61.72.77.3
/61.72.77.3
/61.72.77.3
/61.72.77.3
/61.72.77.3
/61.72.77.3
/61.72.77.3
/61.72.77.3
/61.72.77.3
/61.72.77.3
/61.72.77.3
/61.72.77.3
/61.72.77.3
/61.72.77.3
/61.72.77.3
/61.72.77.3

T 28~

= 100 ~

() request

POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST

/wp-admin/admin-ajax. php
/wp-admin/admin-ajax.php
/wp-admin/admin-ajax.php
/wp-admin/admin-ajax. php
/wp-adnin/admin-ajax.php
/wp-admin/admin-ajax. php
/wp-admin/adnin-ajax.php
/wp-admin/admin-ajax. php
/wp-admin/adnin-ajax.php
/wp-admin/admin-ajax. php
/wp-admin/adnin-ajax.php
/wp-admin/admin-ajax. php
/wp-admin/adnin-ajax.php
/wp-admin/admin-ajax. php
/wp-admin/adnin-ajax.php
/wp-admin/admin-ajax. php
/wp-admin/adnin-ajax.php
/wp-admin/admin-ajax. php
/wp-admin/adnin-ajax.php
/wp-admin/admin-ajax. php
/wp-admin/adnin-ajax.php
/wp-admin/admin-ajax. php
/wp-admin/admin-ajax.php
/wp-admin/admin-ajax. php
/wp-admin/admin-ajax.php

/wp-adnin/admin-ajax. php

<< <nz > >

**POST /wp-admin/admin-ajax.php HTTP/1.1*" | fields date, remote_host, request

HTTP/1.1
HTTP/1.1
HTTP/1.1
HTTP/1.1
HTTP/1.1
HTTP/1.1
HTTP/1.1
HTTP/1.1
HTTP/1.1
HTTP/1.1
HTTP/1.1
HTTP/1.1
HTTP/1.1
HTTP/1.1
HTTP/1.1
HTTP/1.1
HTTP/1.1
HTTP/1.1
HTTP/1.1
HTTP/1.1
HTTP/1.1
HTTP/1.1
HTTP/1.1
HTTP/1.1
HTTP/1.1
HTTP/1.1

2| 23 x5
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